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21 AUDI AG Michael KaRmeyer

A model-based safety approach for safety critical systems using the example of fail operational steering systems

Determination of a suitable tool
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5 [A002] Accessing the
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Identified Threats

type filter text

ToBe
D Name Assets Assessed | Category [
TO01 | Tampering of IGN: CAN # 1 ESLeIGN: CAN v | Tampering

BRR VR 545038

S BTG

BEHBR

Attacks
type filter text
D Name Category
001 Manipulation of the ignition Tampering
message
ADD2 | Accessing the CAN Bus Tampering
003 Icrflitmg a IGN-OFF message on the Tampering

Threat Scenarios

type filter text
D Threat Asset Severity Level | Likelihood Level | Security Level | Treatment Qptions | Measures Affected Design Elements Requirements
| Encryption "
TSOD1 | fa¥ [T0O1] Tampering of IGN : CAN | #.1 IGN: CAN Critical Low Medium Mitigation i) <T> [Sec-01] Encrypt Ignitition Message on the CAN-Bus

_J Authentication

medini THEELZ R ZE

\nsys



medini $tXTFEERER TR

Design Tools
oy,
o

Redhawk, CADENCE,

g—““

0 EN=EzEtgran medini™ analyze Synopsys
1 B2 die area/gate
2 ;{\Eg&zﬁﬁ#%” =R _ counts HYIRZITEHE Chip
IR RY Eﬂ D H%?zlr%rr:y __________________ — | Design

(XML)

"3 TR R IR
- BEREMIGES

o e RER S
L & mml
0.029  Opcode SM_Lockstep X . 3 . e El:}tkﬁﬁﬂlﬁﬂzf)\ldﬁﬁff?c
RAM 0.036 Stuck at ECC X e }‘AFMEDAEE}:&*SZBE?U%, uj\#_'?Tﬁj[BEEE é*ﬂ%lJEIJEM/E.
EPF/LF _ _)_\1:%1:&1 Fault L _ — — - — — — — — — —
4 4T FMEDA, #H S ()J ____________
SPF/LF metrics, safe
fault fractions, =5 @ EHREHHIILHEZEEM
ENB R EEREEL 51

medini e EMHRTIZE \nsys



Medini Analyze 2% %414
SERTE S, RS KEGFERIEN

Tierl FR4/ECU R
HAZOP FTA
HARA/FHA/PHA/TARA FMEDA/FMECA
Safety Requirements DFA
Reliability

EMEEENH.. FEIFESHKERH
MeERZE + MAATIRERE + ERRE

$B3FH

SPF/LF Metrics (FMEDA)
FTA
Reliability

medini LR RRRRTTZE \nsys



« AEIBRNREEZRN K

« ANSYS medini ETEREPNRAZZEHRAR

SWINIE

o INEE




mediniE E2 /N Ihge & &4 iy F HA

Checklists

IARCHITECT, ",
Quantitative

FMEDA, FTA

Compare & Merge

Teamwork

Task Management

1ISO26262
IEC 61508
ARP 4761
EN 50126&
50129&
50128

I."

\nsys



bk : ETEAENDIEENX . XEPEE

Model Driven and Integrated Safety Tooling

Checklists

Quantitative Compare & Merge

FMEDA, FTA

Teamwork

Task Management

-

15026262
IEC 61508
ARP 4761
EN 50126&
50129&
50128

1.”

\nsys



bk : BETRENIBENX. X

4 TEEX / BESH AR | Wb =

4 =~ “BMS

4 [ Item Definition

Mame

=| Item Description [3 traces] Battery Management System

- = BMS vehicle level functions Description

ey . www.hirain.com
- [= BMS concept architecture The first purpose of battery management system is designed for monitor the high-voltage battery of electric{ / i?# EF] %jiﬂiﬁiﬁ])\
= ' S
4 [= External Material When the vehicle is driving or charging. the BMS monitor the parameters of battery, such as cell voltage, cell EI’ .
. > N
o BMS_overview.png from battery fire or other danger hazard that caused by over current, over voltage or over temperature. v i?%\_ef)\yl\ %Bﬁ*}l—
- [= Laws and Regulations +- —
. = Customer Documents Besides the protection function, the BMS also provide cell balance function and thermal management functio \/ i?%*%*& E,\]/:E.ﬁ:jlj 1"./,
, prolong the life time of battery.
- [= Technological Standards

[ Hazard Analysis and Risk Assessmg At last, the BMS also calculate the battery status like SOC, SOP etc, and send the information to dashboard fq

- [ Safety Goals and Requirements

. & System Design Usually, the BMS is integrated into the battery pack. And It is made up of cell temperature sensors, battery ©
G Safety Analysis management unit{BMU], and power distribution unit(PDU). and the PDU consist of several relay or contactors
e
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_ InH EX. Hk Function

-
¥iF: BESAREESH (HAZOP)

4 = “BMS
= _ . Task/Requirement | Checked ‘ Related Artifacts ‘ Checked By | Date of Check ‘ MNote
4 = Ttern Definition . —
5 Ttem Description [3 traces] @ [MFD62] Can not open the main positive
— : P S and negative relay when aver
4 |[= BMS vehicle level functions NO OR NOT v temperature oceur yu.wang 18-2-23 F6:34
P L . e
4 Ba1 Bivis Venlcle tevel Tnclions @ [MF137] Can not output the power limit *E{;:l; HAZO P ﬁ*ﬁ*i*}i
- @ [FOO1] Over temperature pre value, when temperature is very high
. (@ [F002] Duelr current protectid MORE 7 Q [I\-’:FlStEI;] Outputl a :gher power limit yuwang 18-2.23 T#r6:34
. @ [FO03] Vehicle power onfoff value than require
. :D HAZOP for FOO1 [completed] LESS 7 0 [I\-’:FlStQh] Outputl a |dower power limit yuwang 18.2.23 T4r6:34
+ [igy HAZOP for FOO2 [completed)] value than require
i, HAZOP for FOD3 [completed] AS WELL AS v yuwang 18223 F46:34 |NA
| &= BMS concept architecture PART OF | yuwang 18-2-23 4634 |NA
= ExrernarmEtERa! REVERSE v yu.wang 18-2-23 FF6:34  NA
- &= Hazard Analysis and Risk Assessment 0 [MF140] U”'”tenldeld output the power
G Safety Goal 4R \ " Unintended 7 limit value when it is not needed 18-2-23 TE6:34
: afety Goals and Requirements nintende u.wan -2- :
"_;? . 1 @ [MF063] unintended close the main Y 9
> @ System Design positive and negative relay
- (& Safety Analysis NTHER THAN wil wiwane 18.9.72 Ffraad | NA
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400V Battery

S ThRE ST EC 4R ZRA4R 1+

=| Item Description [3 traces]
4 (= BMS vehicle level functions Battery Management System

Iﬁ — \\ - ‘j& 4 =2 BMS vehicle level functions [FOO01] Over Temperature [F002] Over Current [FOO3] Vehicle Power on/off
J\ E \ E] \ [ [FO01] Over temperature protection Protection ] Protection I Control i
.| @ [FO0Z2] Over current protection (ASIL Cells Temperature Senseorl

cMU1 o BMU

— BETHEERIE, SRR s ol

+ i HAZOP for FOO2 [com

I I Q = [IE ﬁ BE3 - g HAZOP for FOO3 [comp _-.e:f
=)=} —_— . .
ZO I \ *7':1 i ,?\ 4 [= BMS concept architecture

Main Cgntactor

1

g i

cmuis |

Wusmmm[
4 zz|| BMS Initial Architecture [2 traces] s rergems S e P = S—

[t] BMS Initial Architecture

. ure Senseo I a——.
| & Battery Management System [2 trac — = s, e e e e
400V Battery [2 traces] [

High voltage Load [2 traces] Battery Current Sensor e
VCU [2 traces] -
= BMS Function.d B ndenci

+ [= External Material
- [ Hazard Analysis and Risk Assessment

- [= Safety Goals and Requirements
- [ System Design

. [= Safety Analysis

vcu ‘\ High voltage Load

J Gray Block: BMS system
RED Block: POWER

1§FH SySM LL*% H& i_*% Green Block: ECU

Pink Block: Sensor
Blue Block: Load
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Function
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Valfunctor
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THERE I

Scenario

|

Hazardous Event

v

EX L Mg

BE D
(HARA)

- FRTH

MEhEEREE
mEEK

, XTEIEE

CRRIBEEEGNTERE (S) . BEEE (B)
AT (C).

- TR X

D

Name

Safe State

‘ASIL ‘FI'I'I

G001 |Avoid battery fire caused by over temperature |C

disconnect high voltage circuit | 500ms

Malfunctioning Sewverity
xposure | Exposure Comment ehaviour azar otential Effect everi omment ontrollability | Controllability Comment
D Exp Exp c Beh Hazard P ial Eff Severity | C C llability | C llability © ASIL
According to SO [MF062] Loss of [VHOZ2] Battery fire | _. . . More than 10% It takes 30 seconds between
26262-3 Appendix B, the Fire in vehicles may cause ! the ignition of the battery to
HE207 E4 @ Over temperature | &> caused by over . ls2 of the possibiliyy €2 " c
Exposure Rate of ! " people to be burned or die the vehicle. More than 90% of
. . protection function temperature to AIS5 ~ 6 . .
Highway is E4 drivers can avoid hazards.
According to ISO [MF062] Lass of [VHO2] Battery fire | _ . ) Maore than 10% It takes 30 seconds between
26262-3 Appendix B, the Fire in vehicles may cause P the ignition of the battery to
HE208 E4 ; @ Over temperature | &> caused by over . |s3 of the possibiliyy [c2 h c
Exposure Rate of City . . people to be burned or die the vehicle. More than 90% of
e protection function temperature to AISS ~ & e
According to 150 It takes 30 seconds between
A ’ [MF062] Loss of [VHOD] Battery fire | . ) Mare than 10% the ignition of the battery to
26262-3 A dix B, th Fi hicl
S I L HE209 |E4 ppencix B M | @ Over temperature i caused by over ire in vehicles may cause g3 of the possibility |C1 the vehicle. More than 99% of |B
Exposure Rate of City . . people to be burned or die .
Road is E4 protection function temperature to AISS ~ 6 people near the vehicle can
avoid hazards.
Accarding to IS0 [MF062] Loss of [VHO2] Battery fire | _. . ) More than 10% It takes 30 seconds between
26262-3 Appendix B, the Fire in vehicles may cause Pt the ignition of the battery to
HE210 |E4 @ Owver temperature ©» caused by over " s3 of the possibility |C2 . c
Exposure Rate of Country . . people to be burned or die the vehicle. More than 90% of
; protection function temperature to AISS ~ & : :
Road is E4 drivers can avoid hazards.
. It takes 30 seconds between
According to 15O kes S
HE211 E4 26262-3 Appendix B, the g\ﬂz’ﬁim:;:re i E\;:soezc]i iﬁﬁ:\::rﬁm Fire in vehicles may cause |, Zi;‘zthz;‘sﬁ:? c1 T o or B
Exposure Rate of Country mp " : Y people to be burned or die L v the vehicle. More than 99% of
i in B protection function temperature to AISS ~ 6 people near the vehicle can
avoid hazards.
« I 5

I

medini THEEZL
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Hazard
Analysis

define . define

Safety Goals ASIL Level

QA EEE

satisfy

Safety
Requirements
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= =

ZEE:

Y15

EX L Mg

/ IMBEEX / EESHr (HARA)

Safety Goal

= Top level Safety
Objective

5G-002 ASILD
Prevent activation of steering lock
while driving

A

SR-001 <& AslD

Disable Locking function
while vehicle is moving

EXZEBFF

fRENEERZEE
IREHER

o
HITFTAS

NRER = HAR
MEEREF KR (EMEFTA)
NEEREFRBHIRRM

- XFFEf . RBME=ZF LA

BE %X

400V Battery
gement Syste
: ., QLEE“ Eﬂ[
SR-003  <© ASLD SR-002 <P ASILD <:I ,,’ s A o
1L 2 =) -
Ensure Locking function is Detect vehicle state base Tt s e ,/, am g, e ,‘:F
inhibited while vehicle on speed and IGN state ’ Al I
state is MOVING 7 »Z
,,/ ,,/
gegr sl H % A ———
e Camel] [ )
. -, @ /’® ,’
The failure of temperature sensor > FSRDDQ‘ R . _—— -
——————— Hign voltage Load
shall be detected or tolerated ‘,‘_:,IE‘;%EYgtE&BE CMUESIBE
The failure of CMU shall be detected o FSRDM‘15—=’ _—:
or tolerated R Pid
- ’ 7
The failure of BMU shall be detected » , H& j- )]tldm*lj;l 1; ( )
<> FSRO06 ’
or tolerated Pid X % % SySM L
,
The weld fault of main contactos |
<> FSROO08
shall be detected or tolerated

medini THEEZL
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Model Driven and Integrated Safety Tooling

Checklists

Quantitative Compare & Merge
FMEDA, FTA

Teamwork

Qualitative
FMEA, FTA Task Management

-

15026262
IEC 61508
ARP 4761
EN 50126&
50129&
50128

a

“w

\nsys
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System 7
i
ch.fm W il h| -w-drhlﬂ i
Speacrlication I:lr the lechnical
', | -5 I salihy Hiquinirmints I \
‘\ . 4-T [ Sysbem IS_I:_HL l /’
S et mmmmme
—
Sub-system A [ _—rSulb- 51“ —— %: | Speciication of the technical ] ~
Ty, V4 salely I'I}ﬁi [erments \\
-
& ~
a8 | Specification of the technical ]\\ \ 4-7 | Syslem design l ’
', safety requiremants \ \ V4
~
~
| 47 | System design I /’ |
P Sub-system Bl | o -,
- < ~ o ~o
Spacification of the technécal Spacification of tha tachnécal
/Td-& safely reguiremants | \ ,rd'ﬁ salety reguirements |
I v I
\\| 4T I Systern design | ’ ‘\| 47 Systern design |
Part 5: PD Part 6: PD Part 5: PD Part 6: PD Part 5: PD Part G: PD
Hardware Software Hardware Software Hardware Software
|4-3.-l.2| Hardware - software integration and lesting | | 4-8.4 2 | Hardware - softwans inbegration and testing | | 4-84 2 | Hardwang - softwang inbegration and lesting
\ e —
_--‘-‘-""--..‘_.ﬁ.--"'_'-._'-.-._.-.._
Mﬁx |4-B= 4. 3-| Sysbem integration and lesting |
ﬁ\ /E Z‘ﬁlif |4-a.4.:3] Syslam .Megrr-h;n and testing |
1
Y
|-I--ﬂ.4.-l| Vehicle inlegration and lesting |

v
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IthrEr (R%e)

2. N\ > |
m ZgEr [T =
74N = | 12V Battery
! Sattary o
) e | e [
' &N
i Switch
| |
[-g;t]r-rmnhrnl--’}.:. | ——— — :ﬁ]o_:r“m‘_#r“'d
s = BMS L N @
= . o } . [ cais Tamcemn Semamees i o |
i-| Tasklist of FSC [11/25 checked] ||-;:e === ”-
- &= Item Definition _ S g s -
+ [ Hazard Analysis and Risk Assessment B E T _ ... | Highuokage Load
- = Safety Goals and Requirements - - pr=me= . :
4 = System Design -
. Gray Blodk: BMS system
- = Functional Safety Concept Red Block Power
—_ . Green Block ECU
4 = Technical Safety Concept Pink Block Sensor
Blue Block Load
White Function: Mon- saf i)

4 [= System Architecture Design
4 oo | BMS System Architecture [2
[=] BMS system architecture

Red Function: Safety Rela)
Yellow Function: Safety M|

r Battery Management Sy
400V Battery [2 traces]
12V Battery [1 trace]
High voltage Load [2 tra
VCU [2 traces]

IGMN Switch [1 trace]
- [2= System Design Errorr Collectio

*

- [= System Design Safety Measure|

- = System Design Safety Mechanig

. = Hardware Models
- &= Software Models
- [ Safety Analysis

medini LR RRRRTTZE \nsys



ZLEKRIEE: FSR, TSR, HSR, SSR

Preliminary architectural - Other functional/non- \
By ; Safety goals

assumption Ye functional requirements

External source |

(Functional req.

3-7 I uality req. N .
/,_ L & L 3 \ I-In'nl'i;:'ﬂrlln:EnmallfiI red. F&%E/—e{/
\

Functional safety . ete.)
requirements Warning/ j]
T8 degradation
L 4 concept External source
Result of allocation etc.
v v 308
Other External 3-843
technology measures
3-8.4.3.2 | Non-E/E | WE Functional safety concept

\ 3-84.33 3.8

¥ L 2 h
/ /,— 1 \\ System des@

Technical safety 4-7
requirements
| 4 -0
¥ v v j
Internal/ Result of allocation to . 4-7.4.6
External hardware and HSI 5- 6.4.10
interface software 6- 6.4.4
4-7.4.24 4-7.4.5

\\ Technical safety concept 4-7 _/ /
I 1 l |

Hardware safety Software safety
requirement requirement

' 5-6 6-6 /
medini LR RRRRTTZE \nsys
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n RARLZEFKWHES:
m Basic TSR
m Diagnosis TSR

Detect vehiclestatebase on spead and
15N state

<T-ASILD

SR-017

Detect faults that impact the
determination of the vehicle state

Detect Communication faults

SR-021 <rASILD

< ASILD

SR-020

Chedk ifIGN==0N

Oheck if speed is >5km/h

Monitor heslth of main micro

E2Efor CAN co mmunication

Power Supply Monitor

@ Function FMEA Worksheet

type filter text

Component

Potential Failures Potential Failure Effects

i

[F-001]
@ lock

steering

- [Hazards and Top Lewvel Effects]
7 [QU 2] Mo theft protection

[MF-001] lock not
@ activated when
required

| Review V| RPN IEC 61508 FMEDA
- 2
o
=| B|.5
Scaiools oot Dosioo O 'E g E -
Potential Failure Causes ’ Prevention Detection ERESE - =
[[F-010] Activate Closing Coil] o= . P . . .
O [MF-017] NO Activation of Closing Co = Water proof sealing =] Wibration Test [det: 4] o o 4 o
[[F-005] Derive Command] a= - = H "
[ME-037] NO Command issued 7=l Screwing of connector 5=| End-of-Line test [det: 0] o |0 |O
[[F-006] Supervise Execution] - . = .
= S F oty 5=l End-of-Li test [det: O o o o
D [MF-044] NO Lock State Information crewing of cennector ne-ef-line test [det: O]

medini THEEZL
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IKITPTER (FR5E)
. BRREBRIES:

m Diagnosis TSR
o X R oHBER R EHE
« XS BARNERN R ENIE

BMU

Temp. If sensor1>65°C Main
Sensorl then cut off the main contactor Contactor

If sensorl>65°C || sensor2>65°C
then cut off the main contactor SM1

Temp.
Sensor2

medini LR RRRRTTZE \nsys
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St (R%)

n BARREFERWES:
m Basic TSR

W X

S E AT

EERRRER

|
SPF LF
Diagnostic | Diagnostic
Section Key or Safety Target Coverage | Coverage
Identifier Mechanism/Measure Date Status Description Det | (in 2&) {in 2&)
“ e BMS Use tw dundant rel i it
. ] Tasklist of FSC [11/25 checked] SYS_MECHANISM_1 | SM for relay 17-10-17 | Completed |Y5% ™o redundant relay(main positive 0 99.0 99.0
- and main negative relay) to avoid SPF
= Ttem Definition
= Ha{zard AHTIYSISdand RI.Sk Assessmen Use two adjacent temperature value to
» = Safety Goals and Requirements imol
. plement the over temperature
4 G System Design SYS_MECHANISM_2 | SM for OTP 17-11-23 | Completed | 0 2 on. if any tomperature is 99.0 99.0
+ = Functional Safety Concept marn than 65°C, open the main relays
4 = Technical Safety Concept
. &= System Architecture Design
. = System Design Errorr Collectic Compare two adjacent temperature value
. (= System Design Safety Measure SYS_MECHANISM_3 fST‘\.-"II f(l:;‘r temp. sensor 17-11-23 | Completed to detect the |Eﬂ|:er1tlfau|t. |fhthe 99.0 99.0
s = System Design Safety Mechani ault detect temper’lature value 1s not the same, open
4 (| System Design Safety Mec the main relays
No safety mechanism SM to avoid the LF of Read back the voltage of rel tact
SM for relay SYS_MECHANISM_4 o avoid the Lro sad back e voltage of relay comtacter g 0.0 0.0
SM for OTP relay to avoid the LF of relay

input data and output d

Check the control flow

Check the control flow d

+ = Hardware Models
- = Software Models
- = Safety Analysis

£ 1S026262 Part5 MisZDF BRI L EHLHI

medini THEEZL

ERERTE
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m 2a s

H FTA

R4)

1= Vehicle level hazard

temperature

© [WHO2] Battery fire caused by over

Failure Net:
IhRE. T&ER,

AR R R RHERS, HX

& Battery Management System
@ [FOO1] Over temperature protection

@ [MF239] Can not open the main
positive and negative relay when over
temperature occur

@ [FO54] Over temperature judgment and

@ [MFO75] Over temperature processing

sieE—H T A

BMU
handle

function loss

¥ [SYS_MEASURE_O] N.A. The detail
prevention/detection measure to
avoid systematic fault will be
designed and analyzed in the lower
level FMEA (Det=0)
If any fault in BMU, that will cause
the over temperature processing
functionloss, shall be detect. and
transfer into safe state. the
diagnostic coverage of SPF shall be
more than 99%, and LF shall be more
than 90%

Power Convertor Module
(3 [FD92] Convert the 12V battery voltage

to the internal circuit required voltage
O [MF141] over voltage
[S¥S_MEASURE_0] M.A. The detail
prevention/detection measure to
avoid systematic fault will be
designed and analyzed in the lower
level FMEA (Det=0)
Read back the output of power
supply and compare with an
independent voltage to detect the
OV, UV, and spike. if fault is
detected, open main relays

£ 4
| £ i
2 [} i o =
‘Com ponent/Function Potertial Failure Effects & = | Potential Failusre Cau Current Design Controls Prevention Cusrrmant Design Controls Detection & S
[SYS_MEASURE 0] N_&_ The detail
L prevention/dsbection measurs to avoid eve riareme A A
;‘t"_l_]‘o";’“m”"“""’ [[FO32] Convert the 12V battery systematic fault will be d=sig [s¥s.| : “":_*;—_-‘1 NA Th *::"
srotaction = i, __ prevention/dstection zurs
() [MF233] Can not op=n the main | 10 Q “"”;;":‘; 'FT""' et 2 analyzed in 4 22| avoid systematic faukh will be 2 40
posities and negativs rel "q":u - Read back the: output of power supply and Sesigned and analyzed in the lowsr
wihen over temperature o F141] cwer voltags sompars with an indzpendent voltags to
dmtmct the OW, LNV, and spike. i fault s
dmtmct=d cpen main relays
[SYS_MEASURE 0] N_&_ The detail
2 prevention/dstection measuens to avoid e rimrimE e A
[[F092] Convert the 12V batt=ry 1= symtmmatic fault will be Sesigned and [S¥S_MEASURE O] N.A. The detail
() otz to the internal circuit . analyzed in the lovesr level B . Preventionfdetection measure to > o
required valtagz] Remad back the output of power supphyand | ‘and amatyzed in the ower -
[FO54] Ower F142] wnd=r voltags compare with an inds pandent voltage to A R B
O temperatere D [MFOT5] Orwer temperature 10 di=tact the OV, UV, and spike._ if fault is
judgment and processing function loss detected, opsn main relays
ransis [SYS_MEASURE O] M_A The Setail
@ prevention/detection measwre to avoid o
[[FO92] Comvart the 12V battery = sytmmatic fault will be designed and [SWE_MEASURE O] N_A The detail
voltage to the internal circuit analyzed in the lower l=vs] F prevention/detection measurs to
(]} e vttamn] z L avoid systematic z a0
ir=d voltage Rmad back the cutput of power supphy and ! amahed in the lower
A3] woltage spiks compars with an ind=pend=nt woltags to a N
dztect the OW, U, and spike. if fault is
dmtmct=d cpen main relays
i = prevention/detection measwrs to avoid [5YS_MEASURE_D] N_& The dztail
FO33] Reci=ve and transmit 1= syst=matic faukh will be S=signed and preventionfdets ction meassrs to
(@ the signal from andto olsted | 5 analyzed in the lovesr level B g = z  |ao
aizy chain]
IMF144] comvert function koss tim= out check for damy chain and anslyzedin the lower

B4 K

RN

N E ik B wE R

N
UG rpvigES
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Wit e (%)

B ZEDH
m FMEA

4 (= “BMS
i Tasklist of FSC [11/25 checked]
. = Item Definition
- [z Hazard Analysis and Risk Assessment
- = Safety Goals and Requirements
. [z System Design
a = Safety Analysis
: = FMEA Worksheets

4 = FTA Models
4 = Qualitative FTAs
- = Concept phase FTA
4 = System FTA
. 27 BMS level FTA of G001
- &7 BMU level FTA of G001
. 27 CMU level FTA of GOO1
- &7 BMS level FTA of G0DO2
- £ BMU level FTA of G002
- &7 CMU level FTA of G002

. = Hardware FTA
. = Software FTA
- [ Quantitative FTAs

= Diagnostic Coverage

% BMUsT B AR IP ThEE

medini Ij

=

Bb

BaiHh s/ EIE
IR B 2 A S A FE

Events of Cut Set

E238
E239
E240
E228, E229
E230, E231
E235, E236

o

L= T O S T T T 3

TERERTT




IthrEr (R%e)

ETREHRAIIEI
CRAE HIDFAST
R REE)

System Level DFA F~28BE2®
type filter text s m oA EE
Task/Requirement ‘Checked |Re| ed Artifacts Checked By Date of Check |MNote Description || =R

Level can be System, Hardware, Software
or Semiconductor

Put the appropriate level into the "Note” i
field

Go through the three sub-levels and
create a separate line for each identified

Identify the Level of this DFA %] eholz 06/02/19 19:55 |System Level DFA

- - P - ®
5 . All areas where dependend failures | potential by duplicating the header line
= IFC:ID:Z the Potential for Dependend J may impact the safety shall be and adding references to the candidates
detected as related elements. =]
Capture any further potential in a fourth
group. &
<@ [SR-032] Apply 3-Layer Architecture Create a duplicate of this line for each =
1. Independence Requirements v ] System Level 1. Independence & 2. FOI chalz 06/02/19 21:20 {omt Evaluation with Freedom of  |independence rfegunement (e.g. from an
interference ASIL decomposition) and add the o
requirement as Related Element
Layer 1 Create a duplicate of this line for each =
] System Level 1. Independence & 2. FOI independence argumentation /freedom &
3. Freedom of Interference v cholz 06/02/19 21:20 Joint _Evaluatlon with Independence | of |nter‘feren_ce (e.g. from an architecture
Requirements elements which have the flag
Independend toggled) and add the
architecture element as Related Element
[E1[E-43] No counteraction from opening coil Create a duplicate of this line for each
(E1[E-44] [Closing Coil] Short to power Not started yetas FTAhasto be | qyal-point cutset (e.g. from
2.1 Dual Point Cutsets 0O completed - not all base events are| qu alitatitve/quantitative FTA) and add the
represzﬂjntlng failures/malfunctions | yents of the cutset as Related Element
in architecture! If needed also higher-order cutsets may
hmirm 4o b imrartimoadad
+ Extended Customize @

=1 Ve

\nsys
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MediniZ #FFROME LRI TIERTE

Failure Mode | % FIT Critical? DC
- Fiawaies -
Stress

w  parameters

. N Handbooks
PCB (Printed Circuit Board) (SN29500,
. IEC62380, etc.)

FMEDA
C123
C124 c123
Res12 open [90%]
A(stress) o
1Ca2 short [10%]
Cl124 TLE
90%
A(stress) 2{352 ElO%% FTA
BOM
BOM (Bill of Material): (Excel, Resl123
accurate data, in sync with V) g A(stress) o E‘gg[,f)}
purchasing, e.g. from SAP, CAD —
tools 1c42
FM1 [X1%] {0
) A(stress) FM2 [X2%] ..-” A
Part Number = Unique ID for type and
manufacturer of components %_l —
.. L
|
Basis for FMEDA/FTA %_I I%;l

medini NREL MR R
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I EAYER

ety

14 BT S 53475

AR

BIER e

Create Part Library

« Often imported from EXCEL

« Can be imported from previous
projects

Edit Part Data
* E.g. manufacturer

Arrange into folders
+ E.g.resistors, capacitors...

Assign to each part type

+ Failure Rates

+ Adaptation Models for Failure
Rates

* Failure Modes

* Probability Distribution of Failure
Modes

(taken from diverse industry

standards like IEC 62380, SN29500.

MIL-HDBK 217 etc.)

e TIEARFIFIABOM

Specify Mission Profile
+ Ambient Temperature
* On/Off Cycles

Import Bill-of-Material (BOM)
+ Match HW Parts to Types in Library
* Append missing parts to library

Link BOM-based HW Arch. to
Higher Level Architecture

» Assign Parts to Components

* Understand relations to hazards

Adjust part type specific load

parameters for current project

+ Different parameters needed
depending on used industry
standard (e.g. rated current)

» Scaling formulas can be modified

For each part:
* |s it safety related at all?

For each failure mode”:

» Can it directly cause violation of
current safety goal?

» Are there mechanisms to prevent
this?

» With which Diagnostic Coverage?

» Can it cause violation of current
safety goal in combination with
other failures?

* Are there mechanisms to prevent
this failure mode from being
latent?

» With which Diagnostic Coverage?

Perform quantitative FTA
(including part failure rates and
Safety Mechanisms)

What is the SPFM?
* Target met?

What is the LFM?
» Target met?

What is the PMHF? ™)
* Target met?

Generate Report

medini THEELZ R ZE
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L — L — -
R RER M RIFBFMEINTERUER
- APAIRBIBHRK, RFERAERSEZFMH, TERNETATF#:
— Military Handbook 217F (MIL-HDBK-217F, Notice 2)
— Siemens Norm 29500 (SN 29500, Editions 1996 and 2011 in German and English)
- |EC 62380 (IEC TR 62380, 2004)
- |EC 61709 (Edition 3.0, 2017)

— FIDES Guide 2009 (Edition A, September 2010)
- GJB/zZ 299C - 2006

Ol Properties =\ Operational Situations Cat 5= Qutline Project Repository % Navigator [E/ Problems View - FailureM | &lElement Libraries

[GCM155R11E102K] CAPACITOR

Base Failures Rate bo FT = Transient Rate 0.0|FIT  Failure Rate of nested elements 0.0 FIT
Failures
Prediction [ o Rare
Allocation Mode
Traces b
FAY) y Ay
Failure Rate Selection [m} x e Rate Selection m] bt
Failure Rate Selection ‘// Failure Rate Selection Failure Rats Selection [m] x
= 3" 122 CRETT, Failure Rate Selection
») |EC 62380 ) Capacitors and thermistors (NTC) (Section 10}
1. SN29500 - en (Edition SN29500-1, Note 1: July 2011) | < |'|. Integrated Circuits (Section 7) | Failure Rate Selection [m) x
< | . Fixed plastic, paper, dislectric capacitors . .
o . " . Failure Rate Selection
2. 5N29500 - de (Stand SN29500-1, Himweis 11 Juli 2011) < | 2.Diodes and thyristors, transistors, optocouplers (Section 8)
< 2.Fixed ceramic dislect itors - Defined temperature cosfficient (Class 1)
2. IEC 62380 (IEC/TR 62380:2004-08, First edition) < 3. Optoclectronics (Section 2
< | 3.Fired ceramic dielectric capacitars - Nan defined temperature coefficient (Class 1)
4. FIDES 2009 (FIDES Guide 2009, Edition 4, September 2010} < 4. Capaditors and thermistors (NTC) (Section 10)
< | 4. Tantalum capacitors, selid electrolyte

< | 5.Resistors and potentiometers (Section 11)
< | 5. Aluminum, non-solid electrolyte capacitars

6. Inductars and transformers (Section 12)

v

6. Aluminum electrolytic

acitor, solid electrolyte

_ Microwave passive components, piezoelectric companents and surface acoustic w _ ) ) 3
< 7. Aluminum electralytic capacitor, palymer electralyte

A
@

- Relays (Section 14

alle ceramic itors, disks (Dizlectric ceramic)

< | 8. Switches and keyboards (Section 15) . . ag
<=y i ! 9. Thermistors with negative temperature coefficient (NTC)

< | A Connectors (Section 16)
< | B. Displays, solid state lamps (Section 17) >
< C.Protection devices (Section 18)

A
o

). Energy devices, thermal management devices, disk drive (Section 19)

- - T - % N
=l Cancel @ ol Cancel @ oK Cancel @ oK Cancel \n sys
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v XFFE TSR
v BT 5EEERYZE
v X0

FMEDA Worksheet

B e PRiG L

Iz B R R 7t (DCoth)

PR A

= (5

==

,

AR

'—nﬂ

EFIFI

BaiEA

el HAr{ETIE

v ETEENPEEE

\ﬁ’%)

PR RPARIFIEIR

=1 SPFM =1 LFM HlTotals | 88 ~ =5 B
e filter tet o e EHEBEE A a0 @
P ~
= = -
: a i = =
=, = = = =
Z 5 | SM prevents = = = =2 = = =
_ g = = SM prevents FM | & = =
s = Patential SFEIT |= fram being S = |z
Compeonent Name = £ | & = | Failures Fzlated FTA svent(s) | Effects Top Level Effect = s = =) A | latent EE EE s
= (3 CAMN Transceiver
% [HZ 1] Steering Multi-channel
blocked parallel
o Multi-chan output
- o related QLU 2] Mo theft
@ short 1o related FTA plav2 Li,n . | y04 oagell| nel parallel |22.0 = Information | 90.0
= ! e redundancy
= Frame
10K, 1160, S90] BT - Evfiree lnfteomzides ounter
T . D486 0486 ] D000 [ 1000 — 0.0z |0
RESISTOR [HZ 1] Steering Multi-channel
- blocked parallel
ed e Message corruption (0L 21 Ne theft cutput
@ Cpen :_:;'a'li;te“ f |ﬁ.:-'-t>-1i-'-l|: "= a9 481 |5 | 24077 1 = [~ Information  |90.0 | 0.024
| _ [CAN Transceiver] e — redundancy
¥ Message loss Frame
caounter
———————
- Metrics 3
Metric: Hardware architectural metrics, IS0 26262-5

Total

Total Failure Rate:
Total Safety Related:

Total Mot Safety Related:

70.04 (in FIT)
46.07 (in FIT)

23.97 (in FIT)

Single-Paint

Total Failure Rate:

Fault Metric:

0.241 (in FIT)

99.4% (expected =90.0%%

Total Failure Rate:

Fault Metric:

10.033 (in FIT)

78.1% (expected =50.0%

\nsys



7 —\_\Lii:i ﬁEFFEFE'*H_?—\_‘LiL: L*ﬂﬁ%'f#%%[i?a 'L‘I'Ef-)

EEHFER S (Quantitative FTA)

v

a [= Hardware Safety Architecture
TLE1 a mg | Part Library

P=4.459598E-5 [z5] Part Librarny

f=6.260856E-9 Capacitors

Inductors

Connectors

Dicdes

Other
[A135677LF] AMNTEMMA

| < e 2 2R A (SysML)

I I @ Open %EIJ
‘ Faultin Closing Coil ‘ Inwvalid request from Coil Driver received - (3 Crystal, Filters, Resonaters 7[-' S A
. Linear & Mixed Circuits

P e, SRR
+ ) £5L BOmpased B EFTAR E I

FPEEE

E-40
P=3.800415E-8

E-41
P=4.465707E-5
£=6.255003E-0

E: FEEE

f=4.863037E-12

|z=] ESL BOM_based
= CAM Transceiver
3 PowerSupply and Supply Monito
3 Watchdog
3 Ceil Driver and PWRSupplySwitcl
I & Micre and ECU Board
I I a (@ Sensorand Coils
= a . RELAY
‘ Coil Driver Internal Fault ‘ ‘ Coil Driver Input Fault
E-45 E-4d
P=3.925258E-5 P=5.404704E-6
f=4.906476E-9 f=1.349596E-9

A A nimal Cut Sets The analysis model needs to be saved before additional properties can be edited

ated event [TLE1] Steering wheel gets locked while driving

[RLY¥1] Shart

, Unavailability | 4.469598E-5 Unreliability (Vesely) |4.469594E-5 Unreliability (Murchland) | 4.469594E-5 Mission time T | 8000 h

PFD | 2.144844E-5 PMHF (Vesely) | 5.5856992E-9 1/h PMHF (Murchland] | 5.586992E-9 1/h CFI awerage |5.587117E-9
s
=
P=3.025358E-5 ypefifter ted - as
f=4.906476E-9 # Ewents of Cut Set Qm wi(T) Importance -
1 E-51 0.00003925258159720446 4.906476400574T0TE-9 0.8782128791730798853756
2 E-77 3.8903999244332965E-8 4.862999810309851E-12 0.0008704139141295673312946
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=4 Operational Situations Catalogs |82 Outline B Properties &3 %l Element Libraries | '@ Project Repository | Bl Task List| «2 Dependency View| [l Problems View - BT FEm#h = T = O
[e1[E-01] Cishort ...

~
Base Name
e | S SAEAHEE XBR . KE
Traces E E AN )‘
Appearance
1 E-O1
Kind BASE ~
Represents: |BOM_based lib::801204190-V0000A:short Select source
w~
=i Operational Situations Catalogs |82 Cudine |E Properties &= % Element Lilbraries | @ Project Repository | Bl Task List| =2 Dependency View | 2 Problems View - EB 3@ = YT = 0
1 [E-01] Cl1short ... /* —=
( s i 7 A2 =
Base Probakility: |1.729988E-2
_ 3 ] * ¥ /AN X
Probability ‘/EH ( 2 ) (EE”R EE E|| TE _|} )
m— [Frequency: [1.729988E-5 1; L i I % X yﬁ' S R=JENE-O.S =5 R H \ )|~
- [I\-'I- del Expanential ~ | Fhow Probability Chart
Appearance

O Failure Rate 1.729983 Fl Cycle kind: None i
@ Use Rate From  |BOM_based_|ikb:801204120-VO000A:short - 0.0

medini analyze X #F-t M [E] B ERIE R
- EIE®E: [0.1ZBERE, FHEAEEE. WEHZSHY
o SRELXRAIREME: HERNTNARE TRIRER:
« BRI P(E)=1-eN, HPAZEHRIELWRM HESEHE (LUMTREREAL
- BFEEBEXENRE ST (B “FIEEEH" ) : WREAHMNSERUEEENIEEREIREE, N :
P(E) = N(A+p) * (1- e @ty | HAhAZEAHIEPER (LUNRPARALD) , u2EEER (B/RD |, t21ESEE (LUNTREBAD
. ARSI AT () WS ) - WML B E RS EAEE, N: PE= 1- eAtmodau)
. Weibull43#5: P(E) = 1- e-(max(t-, 0}/a)beta
- BEX: RFAPREELFEAEFEREARXTEARITEHREP (BE)
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Z eI

ANATRME: TRRSEHEESE

18T & 4 FIHL %R
PFD:

&% FTA for [GO10] - Airba

i, Minimal Cut Sets  The dnaly

Evaluated event [TLE1] [GO10] is viclpted -

|Z] Amalysis Model =32

X 18170 2 4 T 4% S A B

AHHMENERFYE

s model needs to be saved before additional pr

unintended deployment (without crash]

perties can be edited

ARIE M (Murchland) : Ti
A E SCT DI E SO

= &

& EH @

- (BEARE R SRR BRI ED

AN (Vesely) : 7E[0..T]

CFIE{E: BMESETERN KAk
MERE (CFD HJFEIE (= Asys/T)

l Unawvailability | 1.680534E-5 l [Unreliability (Vesely) | 1.680531E-5 [Unreliabilit}-‘ (Murchland) 1.630531E—5 ] Mission time T | 5000
[ PFD | 8.402692E-6 ] [ PMHF (Vesely) |3.361062E-9 1/h PMHF (Murchland) | 3.361062E-9 1/h ] [CFI average | 3.36109E-9
type filter text / . &t *FTA_BOM - BB F#8 [ *FTA E1 - EBF 3@t © design controls @ production proc 58 SYSEML based_Lib EEOM_based ik - [Z PMHF Caleulatio 52 = 8
- A R EARTEIIE
# Events of Cut Set P M H F . A i * | i/ | w Eents -
1 E30 2.1233247748941 BE4E-T 4,| mype filrer rexr iR &
2 E32 7.499956721272133E-8 1 [ I;Jamg — Q(T) Eirnkbaum Criticality Fussell-Vesaly -~
tesring wheel gets AT AT ECTE D B
3 E33 0.000016443000812183718 | 3. T locked while driving 0492472607528871
4 |e3s 7.499999721272133E-8 = e e
-73 Cpen 3758 6743508
5 E101, E44, ES1 3.082988165028400351E-20 |1.| c-s0 [R1] Short 7.37587 6748508550634E-8
B El 01, E44.« EBd 4,932721094024274491E-22 | 1. E-51 [RLY1] Shart 0.79705099933156177528458
______________ - E-30 [Resistor 18] Short
¥ E107, E44, EBB 1.5414941 5 *FTA BOM - a7 sem | |E-115 [IC 12] general failure 4644243107 0.043030736852103742462661
E-81 R or 18] Op 881263225 ( 1429516120034160927065
8 |E101, E44, E6 15414941\ iimal Cut Sets 1| 2 {RZ o:*W?} Spen
T
9 E102, E44, ES1 6.1659760| E [Resistor 17] Cpen
10 E102, E44, Ecd 9.8655618 E-52 [C1] Calculation error
E-7 |67 |E-6 |E-8 - op
11 |E102, E44, E6S 3.0829881| | |7 |a lo |1 Ej &H open
o -& ort
12 |E102, E44, E6S 20829881 1 | 0| O O] #®| fes [TR2] Short
12 E103, E44, ES1 10820281 2 W 0| O O ess [TR2] Open 1151357375594332592856
3 E-57 TR1] Short 52423976115635840845271
14 |E103, E44, E64 4.9327810 |~ — j j j j oo {Re,]rm e Shor ==
15 E103, E44, EGS 1.5414847 o ol ol ol ol B8 10k 142951612003415092705656
— E-32 5] S
e E103, E44, EES 15414841 6 |0 O 0| O - 1420516190034160027068
17 E104, E44, ES1 61659760 £ |0 0/ 0|0 [F701] open [ 850403067787439211586
18 E104, E44, E64 9.8655618 2 ojlojolo IEZ0011 sh o i QOATFATARIC2 11584 ~
E O O] O] Of=cut sets | Cut Set Matrix
& E104, E44, EGB 30829881 o | o ol o|o|o ool oo [ I - T R N
20 E104, E44, EGS 30829881 1 |o|o|o|o|o o|jog|o|lo|jo|lgld0/0l0|g/log|log o o0|lg/lglojo|lgjg|®w|ojg|lo|log o 0d|lglo oo olglolg
_ — —— 2|logjojo|gg|ojog|lg|ojoojggjojogg|oog|g|g|o®E|gg|0o g d|oo oo ololog
= Cut Sets| Z3JCut Set Matrix| i= Events 13|olojo|lo|/oo|o|lo|o|lo|lololo|lolojo|olo o|jojoo|o|oo|le|lojo|lojo ol olololojo olololo
4|0 0jojo|jgg|ojog|lg|ojoojggjlojogg|oog|lg|go®|/gg|o0o g doo oo ololog
s|logjojo|jgg|ojog|lg|ojoojggjojogg|oog|g|go®E|/g 0|00 g doo oo ololog
%‘IJ V= |0 0jojo|jgg|ojogjg|ojoojggjlojoggg|oog|lg|g|o®E|gg|ojogd|loo oo ololo g
=< 7| o olo|jo|lgg|o|jog|lg|ojoojggjojoggg|oog|lg|g|o®E|gg|0jo g d|oo oo glolo g
8|0/ g|o|o|o|g|o|loo|lg|ojloo|lgg|lo|log ol g|oloog|lg|g|log|®|og|lo|lo o d|looojlg gjlo o g
8|0 o|lo|o|loo|lo|loo|lOo|lojloo|loo|lolo o 0d|loooloolo®/oo0|loo o olooolo o oo o
<
= Ut Sets # Cut Set Matrix| 3 Events n sys
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Part4: Product development system level

Inifiation of product development
45 | althe systemlevel “

|

Specthcahon of the technical safely
requiremeris

A-F Systemdesign

5

|
|

Part 5: Product development hardware level Part 6: Product development software level

B

4-8 Hemintegralion and tesling

4-9 | Safely validation

4-10 | Funclional safely assessment

, <
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Safety

e

BN E

A

FRHYZ K &7

FMEDA 3§1ESPFM& LFM

~

Goals Editor

FTA I&GFE PMHF

v .J \ < . Y
o | = = |5
s 5+ -7 =
SalZi | it
c I E= DB
SO ES ER IR
a{b ]S 2| oiagnestic [l g
. ! = | ~ s . = 4 & @ ®
Asl || 2E & £|coverage Contributing w i 2
e} Marne L 7 2| L Worksheets PMHF in FIT |PMHF |requirements FTA for PMHF [,
[SR-001] Disable it
o fault “© Locking function while o
e noa Preventactivation of tres vehicle is moving
_\;J-IUIIUI‘] N N . ! ! [a18]5] = H
steering lock if CL 15 is ON elacted for [SR-004] Raverse any i€
PMHFE © unintended locking
while CL15 is ON =2
[DC-1] DE for SG1
[OK, SPF: I
L P . [SR-001] Disabkle
event activation o 99.817058/99.0%
SG-002 Prevent activation of - v | o |[EReidethEL b6 @008 |©Locking function while |&1 v
steering lack while driving e
N = vehicle is moving
o fault
UNLOCKED when €L15 B b | 4 [ree ece [ER=010T) Sfp s :
TI’ ndes to ON - selected for Unlock function
changes to U PMHE
t_o fault © [SR-023]
$G-004 D b | & _'eelz_te dfor | 0@ g
plistelistal e <® [SR-02
MHF (5R-024]
o fault
SG-005 New Safety Goa c - i @00 -
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i “ . — + = “ESL
ﬁél_l_tu- 1%% ﬁﬁ z w = Tasklist Functonal Safety Concept [29/30

w ] Generic Tasks
¥ Specify Project properties
+ Check/Update Driving situations ¢ atalogis)

’ 1E%*‘&E§ ( C h ec kl I St ) E‘rm ?gﬁﬁ*ﬂﬁik%ﬁ] > : IHI::L‘:;;-:I:;:;T} further malfunctions
ZERIFTEERER. TRX % 2 Perform HARA [2/2 chece

¥ Create Functonal Safety Concept [/ 10

w Tasklist Technical Safety Concept[10

fxﬂﬂﬁi)‘(%’l‘iﬂ’\]*ﬁﬁﬁix « _| Preparation activiies [ 34

¥ Functional Safety Requirements
| Functional Safety Architecture

(1§IJ ;ll] Fﬁ Fﬂ%iﬁ?}%%ﬁ?&iu *ﬁﬁlﬁj ¥ System Level Functional Requirem ents
E ) vl System Design

| Create Techmcal Satety Concept 1

Checklist (= WEN
E type filter text £ % AN E
=
- *IE 'FH: j =E] i )
VA Task/Requirem ent Related Artifacts |Checked |By Date of Check |MNote Description

Atleast for all malfunctions which directly cause
hazards (i.e. malfunctions in "Vehicle Level

%] EckhardtH 1'271207.100? Hazards")
: Start with situations from catalog anel acld further
situations when required
EZ HARA for
LOCK Organize HARA tables along function groups in
L RMalfunctions 16-2-10 & subfaolders
a L ar
Organize HARA tables [ HARA for M EckhardtH F12:06 trace the subfolders to the functiuon or function
UNLOCK group
Malfunctions
Functional 16.2-10 QOrganize all Safety Goals in "Safety Concept’ goal
Organize Safety Goals Safety Concept ) EckhardtH model and visualize them on "FSC Top Level”
F12:06
Diagram
= Create Functional Safety Concept ) EckhardtH 16747] =
T6:47
= Create Preliminary Architecture 22JFSC for ESL = EckhardiH | 16-2-10 = If passiblle derive it as a variant from the draft
12:07 architarfirs and stara in D nans Architer e
o) -
Add supporting functions FSC for ESL &) EckhardtH 1¥66-"‘3; = Add supporting functions on component level
=l FSC for ESL
. = HAZOP i
Add malfunctons and Failure Checklists for =] EckhardtH 167.4 1T Use HAZOP as needed
Maodes Fr4
Supporting
Functions
5 Perform EMEA =] EckhardtH 16-4-1 T Perform the FMEA for the Architecture to identify
F6:47 prablems

Ffrcr roars [ P S
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Model Driven and Integrated Safety Tooling

Quantitative
FMEDA, FTA

%

"(/Q o)
% %p\ / \ / 15026262
2 & IEC 61508

e,
%g 2 ARP 4761
2 EN 501268&
50129&
50128 -
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HMER T E B LIE X BEX R
v BIIREE (Allocation of SRs)

v H,‘JEEE/_TT\ #XRE%EE (.Q-:él:*l‘gﬂ:\ ﬁj\z__—\iﬁi-l_)
v BIERER (—EUMH)

Y BEREE (Failure Net)
e |

1

SRR SysML Functions, ne TME T Ffect == /I bc metrc
I < [ - : . p— /L fulfilled?
i iy e =5 { Sveuimintomnt |

i - — e [ V"I‘-_?:_ — S @
Eygctigns _i_ T - > Effect =

': n"" Malfunctions

W
L ————————————— (8] TS| Permarnnt o bransent, SW lalaes || I .
s Py ok ot kst ey
i LL"‘,;L“.,, - }: FIT
S 1ML E o e T > 2c erage
YS . e et ey .
wisignalsielectrics, [~~~ J|Partibrary | > =™ @N—Umes} levels
Level N-2 — e | g ViR, RO e Syshl) | e . ) I
---.._\_“_|_ "_a' i [same clement] .
FR/FM catalogs =y i HW-FM - H} Effect weee!
I:Dr dﬂtﬂhﬂﬂﬁ} m 'n-.---w- skt cirput o i Peararant o transent SW faluores i
Level N-3 g . e T -
[ voef Pt Crcult [ o FIT
- e | . %ML - Eas s . - % —— i — i Coverage
wi subpar failures s e I a

o PR |
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v BRZIE—BE BN
v/ BR-ARI-RESHH B
v 2VRRH—HiE

e.g. FMEA

BHEE: 2REN—HT

i Vehicle level hazard

i [VHO2] Battery fire caused by over
temperature

= Vehicle level hazard

i [WHO3] Loss of vehicle driving power

i= Vehicle level hazard

i [VHOS] Battery is high temperature but
without fire

Battery Management Systemn
@ [FOO1]Over temperature protection
@ [MF238] Can not open the main
positive and negative relay when over

temperature occur

Cells Temperature Senseorl
& [FO50] Temperature Sample
@ [MF067] Temperature output too low

%= [SYS_MEASURE_0] N.A. The detail

Battery Management System ; !
prevention/detection measure to

@ [FO01] Over temperature protection T e e
@ [MF242]) Output a higher power limit designed and analyzed in the lower
value than required level FMEA (Det=0)

Use two adjacent temperature value
to implement the over temperature
protection function to avoid SPF. if

any temperature is morn than 65°C,
et

[MFPO75] Ohver
@ FTFEE | (0) s perstane prozessing 10
function loss

<t the OV, UV, and spike. if fault is
o op=n main relays

SURE_0] NA. The detail

ISYS_M

| *Model Browser i3 =
a =4
+ H S | 1% |
type filter text
CMU16 o
& "
; 8 g BMU (ASIL ©) | ]
= | E i .
i "; H ] [t5] BMU-subsystem architecture
- - o PR L - — - | & . . . =
Compon=nt/Function Potential Failures Potential Failurs Effects 8| = L eotential Falurs Canzes & | Curr=nt Design Controls Prevention Cutrent Design Controgffet=ction 4 | & ResommensesActe | (@) [FOS4] Over temperature judgment and handle (A<
- (@ [FO55] Over currrent judgment and handling (ASIL
[[F301] Qwer tempersturs e , = \ RE_0] N The detsil £33 ety mechaniz
[[F092] Convert the 12V battery systematic fautt will be dex = . .
pratection ] ot o the mteenal St otyeein the lowes tevel - Read back the cutput] @ [FO20] Vehicle power onfoff judgement and handle
() 1MF233] Can not open the man | 10 L e 2 E= z com pars with BMU ~
positive and negative rela I;;:‘F’ld’uwr;;h? f=ad "““‘;: ’-‘F';'-‘* P:_’”‘”-;F":":;ﬂ and analyz=d in the lower | 4 -
pivin - . = == =om pars with an ind= pendent valtags . -
whan over temperaturs ooour d=t=:tl': o ar;plh.““_k“ MES =t=ct=d op=n main M Power Convertor Module (ASIL C
Treoes 4 (@ [FO92] Convert the 12V battery voltage .. cir
— — =% Show Element(s) In Browser s © [MF141] over voltage
0371 Convdgt the 12 i
- : revention/dste Sutput] @ [MF142] under voltage
() vottege= to thefintemal circ Show Failure Net E ° g [ ] Ig
requirsd vottall=] = . . — . an @ [MF143] voltage spike
FO54] Cver 142] und=fvoltage =ompars with an ind= pendent voltags to il ~
# Low voltage : Power (ASIL C

¥ 1 VBAT : Power (ASIL C

Isolation com module (4

1

@ prevention/dstection sure to awoid L -
[1F092] Comvertfhe 12V batt=ry 1= syrtmmatic faukt will be designed and Add safety mechanis
woltage to the infernal circuit anatyzed in the lower lmvel - fAead back the output| o T N
@ A 2 P - b 2 |40 om pars with an inds| = 5
rESure S voltags. Read back the output of power supply and detect the OV, UV, and spike. i fault is
143] votags Roiks compars with an indspendsnt voltage to detected, open main relays
A Setact the OV, UV, and zpike.  fault i !
i
4= prevention/detection measurs to aoid _
93] Recieve and transmit "= systematic fault will be Sz anim faor S8
gralfrom andtemelsted | 5 anatyzed in the lower lzvel = 2 a0 = fer damy chain st
2 sommunication. i fastt is detected open
144] zonvert function loss main r=lays
s
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5.000 Malfunctions
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ERPEHI-LG @LG

. v" DC Chargin X (ASIL-
Development Requirement Management ALM Safety analysis G Charging b? AlL£)
Phase (DOORS) (Codebeamer) (Medini analyze) » DC fast charging controller for PHEV and EV
+ OEM: Classified
Functional Safety . i iod : -
e Functional | Project Period : 2015
(Customer’s | Safety Requirement |
Req.) .
( SueRS ‘ (" Functional — v BMS (ASIL-C)
i Safety Requirement FMEA » Battery management system for EV
: [ Structural * OEM: Classified
“ i » Project Period : 2015 ~
SvAD | TSR ! i Technical >4/Analy3|s :
Y | ‘ |\Safety Requirement | Functional
S | R . Analysis
Technical Safety , ) 7 : y .
Concept (Technical Safety Failure v Telematics (ASIL-B)
AR e L Analysis ) « In-Vehicle safety and security service
A e . + OEM: Classified
Ve ™ Action « Project Period : 2015 ~
| Analysis |
Safety r
| Analysis Optimization
| / N —
. _/ /-| v ADAS (ASIL-B)
« Multi-purpose camera system for ADAS
Change Management, Configuration Management and etc. (Can be applied same as QM) + OEM: Classified

* Project Period : 2017 ~

« LGHAMEmedin{E ARFITAENEZE-UEMREDH
- RS , MO TARENTIE
« BISEIMRZLTEN
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B EH-1F
Safety-Analysis

HW-Effects

» Define HW-(mal)functions
» Drag and drop HW-Effects into FMEDA

e ¢
: i

L]

3 |f

Compsnent Name k]
S5 AEEVoltage messremment (AL ) |

o

w |
|
]
@ thert 20 [MFIBA] Mo corrmumcetian e BCU o
8 open M0 | @ (MFIB]No communication o BCU possible
LI LBO0L  Tranformer ey || A
® o 50| @ [MEISI]No communication o BCU possible
@ wncional (30| @ [MFIB4]NG comenunication o BCU possible
P e T B () (MRS communication BCU possibic
protection dioce (45(L.C] -
@ open 200 | @ [MFLOS)ESD protection not suffcient
= 73 P Commuiction UG 01 0+ | I
@ op w0
IRIRTOOL  Resistonce (ol (2 ¢y 0340
@ mniwx  s0
@ wnwn 30

BBSOVENA3 Swen Bergmann | 0611072016

(= BOSCH

i HW workproducts

m 1IS026262 Part 5 mapping to medini

Documents System Design FME(D)A/ Diagnostic Coverage

55 F 751
Safety plan (refined) Hardware design

specification b i .: Analysis of safety
goal violations due to
g random hardware
failures)
-] HW-Effects
{4 () [FO38] Communication
. 4] tlo communication to BCU
@ [MF140] Communication Errors
- @ [MF189] Time-Out of communication
) [MF190] Wrong communication Checklists
@ [F039] Balancing
b (3 [F040) Cell-Voltags Measurement

Hardware =4 ficatio 3 10.5.1

requirement Specification of

specification| (refined) 0 dedicated meazures
ion. § for hardware

o4 Review report of Hardware integration
evaluation of the and testing report
ilj effectiveness of the
architecture of the
item to cope with the
. ) andom hardware
Easy review possible . . .
All Workproducts linked or included in the tool

Re-use of HW-effects (reduce variants)

BBSIENA3 Swen Bergmann | DE/102016

) BOSCH

- BHHIEARSNZE S HMEETERE I medinid o4
- BEERARMEFM, BOALITE, HETREMNE

- BMESKIFEXR, 71,

Wit Z B E, RIEFE#MER—H4E
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