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Chapter 1

BT
1.1 INEBIRR R,

iR Zhl, FIIAEATTAMIE, & NIRRT EFRI— ISR R
P, —BELON, DIRE5BEE, #ii& DNA BINUREEE—E, TEEE, L.
MINESH, ®NSBaiA%, =ALNEIEMET, W-EMEBRITX—HEaH, &
FERRR.

BRI, BRENERRIIERW BEITEREIRZN, SEIRArERR
RZNA, BENMUNEETEABREED IT EEEFROF, BoRBShENER mEat!
HeMmIEE IR laaS, PaaS, SaaS RIBRSS, 1RYE Gartner BIFRM, %N Table 1 Fi7x, SaaS 0
ARG SIAE 850 (ZETHER, FEBE—FRARIETZETRINHG. Sitt
EAY, =imHY laaS, PaaS BiE& HAEMDHIFTHUER Data as a Service, 5¢# Cloud
Management and Security Services tBERS AR REFERI N AFEIDER.

Table 1. Worldwide Public Cloud Service Revenue Forecast (Billions of U.S. Dollars)

2017 2018 2019 2020 2021
Cloud Business Process Services (BPaaS) 42.2 46.6 50.3 54.1 58.1
Cloud Application Infrastructure Services
(Paas) 11.9 15.2 18.8 23.0 27.7
Cloud Application Services (Saa8) 58.8 72.2 85.1 98.9 113.1
Cloud Management and Security Services 8.7 10.7 12,56 14.4 16.3
Cloud System Infrastructure Services (laaS) 23.6 31.0 39.5 49.9 63.0
Total Market 145.3 175.8 206.2 240.3 278.3

HOR, FnBRIKICANT, 7SRRI, F(IBREEHLMENEREM A7 RALLET,
BAVEZIRIFMBRIERE, BATERE, AP EMNIBERGREX, 1BM XERTIESL,
KiLECHEMA, MEIFRRERERE—F, B, EXREERKF, NR4%REER
8, AIBEAIGEFHIHIE WannaCry B2 Petya IXMIE , RIKEEE N ARNEE
fRSeREEEYE, BINERIS, RETLSHIEARR, B&TS. EXRNNSERSN
BRI ARET R BIRSE BRI RRSIEE , (BEIMNSFHEIE T, EI XA 2018 F.
2019 &, BAIBIXIFNAEMTATHARIE?

1 https://www.zdnet.com/article/gartner-predicts-saas-revenues-to-reach-85-billion-in-2019/
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IRIESKE "Microsoft ZLIBIRIRE", BiFA 2018 FLUS, LiABSIFRHmSEAEERW
BN AEBESRZOXREEEREILT.

2018 SEAFEIGIMTRE
ik

0.20% +

0.15% = 0.20%
0.10% Z 0.150%
0.05% ZE 0.10%
>0ZE0.05%
HERE

23k ¢ 0.05%

=iz

2018 ;aw;sm#

0.80% +
0.60% Z 0.80%
0.40% Z 0.60%
0.20% = 0.40%
>0ZE0.20%
HIETE

0.12%

¢ EEEE E

BILARE, £ 2018 iz RHEBRCEEHERMHIIMEZ S, WFREEFRR, 12
TR RS FESEIERARKIEE, 27 TG LABE A BRSNS RIZEERT
BHRR, FAREEREEDHTEY ., EEUETE LEREN TAZTEETEERG
BBEIERHTRERSY, MEEETHFSSRNAR, tAPEARMNENET, a8
BT (BIan#&: Brocoiner) .

NakEBBIKALLKERYG Koobface IXIFRVEFRSAMIMEF ML, BMRIRM
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DDoS IR SSE:, REEEFEMAYRE R EEMEHIZFRIRENE, BREAERE
WERRHEERERWE, BERUENSIURMHEIESE, WEETEA A LR M
SRR KD, BTEN.

MEBNEZRISES, HLALEER], B IsGERE— AR, AEIRINIERE
SKARRERE, ATHEIELRSR, ATEIIIRBNRITE, EEHARIR TS EMER,
FEATHRIER, BIENTEEEERERNEX, BEEWHNEITHEEE, Ardkay
=1, T, BAETURIRRY, AR EE B BRER, HEMMAREIE R AVRIRES
F. WTFBEZRIRSEE, WNSIEREKPRENHEAYESE, FERN T RSB
EBFME, EKEMESN, KEERHITEY  BAFEEEI LAEERAKIHIR
# SEKEHTYIEREREEE. FEHENSHEMET, BMEXNIR— 25, B
RERMERSERVEE, IEHUBMRRIE G —T, HmMRAGRMIEEEERT, HITKHE
A NS

1.2 W ZLINFRAIEN

Alt, FAXEFE—PNEIASINEEENAERRET, NEFRERBSHEINIAESE
T, BROLES sSSP ONZSEREE, LIRNIMNNXSHNLEINRELTTEBGE
HHbF, EmENEEREEIVNZS, BNS, FAITZUMHAKEAT W FHIIREINRE’

MIXFRIE D AINMERIZE, HSLtHEe 7 LMERIREERIkEL, HAE—T, WRE
WAMERIH AN RIS, MikmERAMH_ LK SaaS, PaasS, laaS =/ BRIZRIR,
ABMLAEE LA A BRIV T ARG +o EM, IEErMNERRZ B BENEUE
Ry, BT T ZEAUDEE, HiEHOLeR NN /@, FTLAERE, REEIR
NAETRE L, HIGEBIRtEALE 7HES.

IRYBRIEREE 22 HA"Microsoft Security Intelligence Report"BY4E1tT, HRERAY live id REDE
W IKSTE 2016 & 2017 FZENNHIBK TEE 3 (5, RKEOER 1P NERSFMHTZEFN
F—=E, LLREIEKT 44%.,

FEBEERARFS, WIS KEUEIIN AFAR B ELEFRE ANEETIRESEE.
FETUAH, IFE—HEESEENCVEHFEEIEEEZINAPNER, #ITTAT
EHAHR, RESIBEETANMRABEREHITIEZ, NSEEREXITIHShSRS,
FNAEAFPMESFRINER, Aiftth, A5ENNE, ARGERAPEENS, EREB
Z5, BEEMRY, FEMBAHME, XEN—EPATANSITRE, EERESBAILUHITF
F, NMmitZEETLAEARRZERAT A, HIERt R, REHRRRSEESR I RS’

B 7E 2016 TFAY Black Hat USA AYJINER “Weaponizing data science for social engineering:
Automated E2E spear phishing on Twitter"8, #f5X5& John Seymour # Philip Tully FEA T
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I I Z RIRY—ERATEIPEAYRASS, ERES SRR, ik Twitter AR RE— T UEANEE,
AR Al (XEE(RMERIZ SNAP R BIIHEMEER) , RERASERKE, EEER

BHEA, AlBTLUHT 800 )RAV=IR, FAINES 275 BAFREVETHE, ME, A

HEEE MR RERFHT 129 )R=1, BRIN 49 )R,

' ’ 3 Jennifer Smith th1993 - Jul §
1 1 - \ 7 @ User Archaeologists believe they've found the tomb of
‘} - a — . ' = Alexander the Great is in the U.S. for the first time goo.gV/KjdQYT
— -
20 o & I
- ’ User of high value
. &b Tweer

S sr - '_"A}l"d . Efirehose
" T i i
itter’s User Streaming endpoin SNAP_R [
l ] : |
i ] 1
/'/{rL’-V\\\ :m :

,/ - ’ \\. 7/
| &b 1 )

[y
[ ] -\ o

]| ] - /
\,\\ I 1’,/ N ﬁ _//
- " Clustering

\\_‘ '// ’
) | 1,
@ Target Discovery (@ Automated Social Spear Phishing

LR EETEA D T ARD M THNRE, ELE—1EARIZFES, Ui Social
Engineering Attacks (ft&TFRIE) , MBAE 2014 F, HeTRNEMELRLITHE
RETFEEREN=p2=2%°, WESH, ARSAEDS, RASSIISEHERE
RBRANASHHNER T, LHECHNEFME, EEEEENmaT, fHRTS,
EEERFZNMAGENSMHIESHERSH.

FEhE, XHNERTE, ARBIZAERI, ERSH APP BiE MR EAANSIES,
REZNEERBELEEEANERFERRRNER FEXEMEMENNATRIIER,
EXNERIMEFERENNRS, EREXHFNAINET, HeTERREEREFNIEE
Bms, EIAFNTA, HEEREZEEMNARENGEE, AENTRUZERIK T
T2,

fR#E Microsoft Defender ATP Researcher Team 7£ 2018 FEUIRANIRE °, 7EIIEAHY
Calgary, RETREXNALTHINE, SEIRAZE] 100 BEMNBTSTRERE HKES
X, SEIFERCBHAEEEIRSHEAIERFELA X LERERIE AR T AIX— I INZAY PDF
15,

2 https://www.social-engineer.org/social-engineering/social-engineering-infographic/

3 https://www.microsoft.com/security/blog/2018/06/07/machine-learning-vs-social-

engineering/
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Hid9 & ¥ |5 Landscape Supply(14.05.2018) - Message (Plain Text)
XaQas == - (ga a
& e
eeeeeeeeee Reply Forward M e
All 2 v roow
eeeeeeeeeeee Quicl ve [
© This was sent with High importanc
rom: w T
Undisdosed recipients:

Subject: Landscape Supply(14.05.2018)
2| Message @!undamema\,smemmt,pdf (229 K8B)

Please see attached documents for your review. Kindly let me know if you have any questions.

= o oaw ! Landscape Supply

Figure 2: £ HM4EERIINE PDF 324

AFEF I TN, MSERE—MIRRnR L, FEKGA R HNAFEFE
B, SEFELEAFNEREINNE, FBEREBAERLH, HEEERANSEEAR,

Rz, XN EEERASR, R SFRERHERNERSFZENN
RIXEIXS R AT,

mans, HNBZINIABRTHEIERTE, WhEMB TE 13, BBl
KEBAPITADTTHITERERIAR ID T, Bt ARRENKE. B, E0
SHUIME T, tMaxIeALFrE R TRIKFE S TINERIBAE, Ao 7 Bl ehOERR,
HZenR, BigBNRESERSSE, KatWRTHERHTER.

13 (e BE L S ESREIGRIP

sAm, BMERWESERTEN, BEEFACWHNLZSER, HiItEEia—R7I™
LRAIBbE., SRR EFHAVINBIMEAEL AN AR CH TR EESRENRT, Bt
FEEEHY, BARETLISREIIEE. ATRXEFRN— D AGRIEED TR, RIERN
KL LPIEHREISIERR | WMEREMRAINIETE, 2 20214, XAMTIAIAS
ERARHAR] 350 BA, BEERMIMEF, WMEICFIRE, XEWRE, 4 2021 F&
PREEK 6 TIZESRUIRAK. k&M, GEERSE, BEkERMNMEEREIAENAE (1SC)
2 FOEMEERSE, Bk AZBINAN.

4 https://cybersecurityventures.com/jobs/
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Rising costs

Increasing o Th : Evolving
' O s e security o
comp|eX|ty W On-premises Iandsca pe Cloud . threats
i By 2021, 25% of the

housed in a Data Lake
analyzed and utilized by
consortiums of Threat

Talent gap

eeeeeeeeeeeeeeeeeeeeee y Products and Services

HR, NeRfaExE ENIRiehZ=EEt TR EmXIEERE

MERERMRIRImREAIBGF R, MEEEN, NI Tk, RFRERZIEN, BINE
BYKERIERE, REWEHRIEE, NEEETSRNIRE, XEMEGE ITRX—HE2HY
= VAN

PAMD, fEMISEh, EX—BEEEN, EFREFRER, (MUIRERE—ErReAN,
PINARBRG, HEMXE, BEATTABT, BTFSMRPFIEREAEMNRE, FE
REEERFENE, FL TR PEBE RN, 5190, NREZERELE Nimda
IERAUERE, MFEERWMIDRSERME. NEIFMPKE=1MEE, FHItERERRLC
BT, ZRERIEHH R AMYRSIERRISN.

LK, A7 RESEEMBMIE, EIRZeERIAHRREIENERS—MEEXERT
[, EAANRABERTLANIIFFEIEINRIEED, APERT ASERDIKE (FIaNERi0m
SER) ARERIIE, GINFEIRIAREH TRImBEBAMYT REEUEE, A%
PERENTBNASZHEZRELEIRERFE, REcE—RABIRAY IPS/IDS &8, URL, {#
WERTIENEFEEHENAER, FENAHAEE, e — 1 HEMEHEZEIEEN
afigElE, X FEEENBEFEE YL BRI RIMEEEE SISk 25
FERRT

Eitt, WMREWHBEEFE—EENTETE, IFEXGEREEANRK LRI
AN, i ERXEE, LARSFENIRENMEEESFSTER, XEN— 1 Fan
B, BAUXARAREIS T EURNRIRERIZ D,
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Chapter 2
a2 VRN IR 2HESR

2.1 BENMNE N FRE
211 NEZE

MR EEMER G — MI/NAT, MNUBFARZERISHORAESSRARESR
2firiEE, O IRE Azure BFENIZ M. FIIEENE, £CCERNBIEENEX
#HERE, RENEZLEBAARRERENHEESE N, Azure R ABFRHE—ELE
HNEZEENTEPARME. BITAANRB— N ERETESHR, AMIEESEERSAE,
FLA Azure BEFEEREAA LIREEIT 10 (2, EHSH Al BRI R 2[R
RS >,

£ Azure £, FIPEERBRIFEEIETE Azure EIAMES (VNet) H1, Azure FEHAMLEE
—MEET Azure YIIRRKENT FNBIEEN, BNEINEZBEGAMEERE, MMmfk
EARBFZERESMNERENIEE. AFTLUGEIRNEMNE—F, 125 BT
IP Btk DNS BcE. LERISFIIRER, RaLUBIIMEZEE. VPN RXEMNEEL
ExpressRoute SRIZHIEHMEHNBIENIR, BRT XML HAIESIZI, FBIITEEEFIR
FIRLLEN, HITREP, BIMNEE Azure BHXIE. NFFERERINES. DDoS fhiF4,

(1) MEZLH (NSG)

BCEM™SHINEZIRANIR, EREEERENENENT, Firsamenda. FT
LASE—25, /9 Azure USRI TR A0S, W&ZLE (Network Security Group,
NSG) B—MESEURE IS XE, BEEARMERGEES (BT IP #ltFn TCP
g UDP tMY) . FIPEIXEAMNEEZEE, JLEHWER, B EEIRIATaEM.

&L AR LARRSKHTE Azure EHARZEHHEN Azure WERINMERE. BAFPATLUE
BLEMEZEBNN B EN MERERIFESRMG, BENTIITFaiBE M Azure BT
FINIEFIH G RE. ALMERRTTAER (R IP. FmO. Bir. BirmOF0mY)
RECEZEMN °, WNRBEEMINEBEIERN, WRFIEENLLZEHN, RZIMA. AT
BRAEFEHZEMNNEERE, JLUBTUATARXN—ENFEERZEMNAEIR (P
HITEES, ARSIE—EMNELZSENNSIN—H T RNZSHIEES,

o ¥ RZEMN: FTLAE—FRANFREIHEES NROMS MR IP it

o RSBHrIC: IRSBIRCE Microsoft in&s, Fax—4AH IP ik, a0, WMRBFREHE

5  https://www.microsoft.com/en-us/security
6 BLE NSG &7 https://docs.microsoft.com/zh-cn/azure/virtual-network/tutorial-filter-network-traffic

VAN



73 EastUS H{5EFERY Azure RIEIRSFCIEE—RLEEMN, BJLAERE(ER Storage.
EastUS'IXEIRSmC kTR, BEIZinctRIERF RN Azure FEIRSHIZSEHT.

o NPREFLLE tHEMRRFR—A P, HIBFALIEIE—"Webservers”
NFRFZEHEBTR, ARIE Web IRS5EREFEE] Webservers'/, B IEE— %
EMUHITR—AIREHEE, AeemR—NBEFZEERIZRE N REIARNLE
HIRILEEE

FAZEENERN
- EkLAfBﬁSEEF‘?Mlﬂ *Eﬁﬁ/ﬁ)\lﬁuwi

AllowVNetinBound

Priority Source RO BiR BirwO Protocol iBIaSR

65000 VirtualNetwork 0-65535 VirtualNetwork 0-65535 1= Allow

- BUASCVERRERBREIYERS (LB) AURENLG

AllowAzurelLoadBalancerlnBound

Priority Source ERO BiR Bfris0O Protocol iGIaBR
65001 AzurelLoadBalancer 0-65535 0.0.0.0/0 0-65535 = Allow

- BUANBZEEBEEM (Internet, EMBFRFTEAYEING) FIRAIANLL

DenyAllinbound

Priority Source RO Bfr BiriwO Protocol iBER

65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-65535 = B4

BAZ 2B HuEAN
- BUARTFEEMMESRERRIRRY HuERE

AllowVnetOutBound

Priority Source EiRO Bir BiFigO Protocol B8R

65000 VirtualNetwork 0-65535 VirtualNetwork 0-65535 1= Allow

- BUASSIFREEMESFRISIRE Internet RIHHIGTE

AllowInternetOutBound

Priority Source iRm0 BiR BiF®O Protocol BIISUR

65001 0.0.0.0/0 0-65535 Internet 0-65535 T= Allow

. \\



BANEEEERAHLGRE

DenyAllOutBound
Priority Source Fi=i{ | Btx BiriwO Protocol iBIEBR

65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-65535 F= Fizic)

£ Azure [EIARZEH, MEZZEE (NSG) AJLASEMMESFR (subnet) XKEX, RERIHR
SFRFPEAFRIM-K (NIC) f8XEX, —EALIENGFE, ERNEERN, Een &M,

fBian "
Internet
HTTP (TCP port 80)
‘ !r1 3 " U|ﬁ f-
E——— <...>
Virt J-:\ network
YFNIERE, Azure SSHESEANFRIEXREKAIMNEZSBFRIRN, AFEESKEE

CERERAIME L2 BRI,

e VMT: VM1 {F Subnetl &, Subnetl B5ZHEXEKMELELLE NSG1, RFERTAE
H NSG1 =2/, NSG1 FaISRAFEREENBIE T —F 1w 80 Nih
TRERHIN, NERETTLAFAN Subnetl, BULRESH DenyAlllnbound BRIAZ S
MFELE, FoiZxH Subnetl, NSG1B—FiFmA 80 IZEMN, NiRESH—F
B 5 VM1 R-RHEKERRY NSG2 &b, EERITFMIRA 80 EIEHAYMRE, NSG1F]
NSG2 EFEFLE—SICITM Internet i8] VM 80 imOHIL RN,

o VM2: FHJI VM2 tB1E Subnetl 1, RFESAIE NSGT RN, VM2 B XKEREIE
RERZONMNEZEE, B NSGI FItirtlFMEIRE, & SEL NSGTFr
BENFIERE, HNELZELBXEEFNE, WFR—FMNFIHFFERR, "=

7  https://docs.microsoft.com/zh-cn/azure/virtual-network/security-overview

. © \\



BAWIF, BAIEE,

o VM3: HTFEEMBLLEXELE Subnet?, REAIFAREHNFNFEZHS
VM3 W-RAEREXAY NSG2 &b,

o VM4: RIFREARE VM4, EAIMNBLEEZHERKELE Subnet3 SRR FHIMNEE
2O, NRKEXRENONELEE, NAFFEMEREEE FRFmEREC,
SFHIERE, Azure SRS REANMERZOERBKIIMNELEEFRIRN, ARMESTF

RIFERERRIMI B e 2 H AN,

o VMT: EHEEE NSG2 Y2l FRIFCIE—FLZEMNISRIELEMMimE 80 F
Internet IHIERE, BN NSGTF1 NSG2 #H9 AllowlinternetOutbound BRIAZ £
NFEPRITFIZRE. R NSG2 B—&E4inM 80 WELEMN, NRESHIER,
A=H NSGT 1, AEREMNENEIRA 80 BURE, NRNMELZEAHTSHAF
B— A — R ANSRIE4E MmO 80 E Internet AURE.

o VM2: FTEREHSEIMEREOAXEITFR, EAMINE VM2 BIRMEEOIRE X
BXRIMELZEE, RHESLIE NSGT FRIFIN,

o VM3: 1R NSG2 H—54E48im0 80 FIREMN, NImESWIE®E, WRNSG2H

—& 1 im0 80 LN, NsiFMimd 80 & Internet MHILRE, EAIRBX
EXZE Subnet2 MR % £ 4H.
o VM4: IFRHE VM4 IFTENERE, EANEREAE)SEXEEIEMInZIEIN
IO, BEIRBRERE] Subnet3,
(2) Azure FHXIE
Azure [IXIEAMKZEE (NSG) NEERME TR, NEENELSINGIRE 78I
B REBE, WELZESARHSHIANEBERELIE, LIRSS MI R EMUNEREIR
FEERE. MRAFFEEITR, BEINE, SRARLNERFKIIRIFPEN, UEE
{#F3 Azure FIXIERRSS. Azure B KIBR—IMRFHEANNTEBINSHEF LI KT,
BERNENSE RAMAASZ IR A E4EHT,

_________________[UANN



User configuration .~ o Microsoft Threat Intelligence
L3-L7 connectivity policies : Known malicious IPs and FQDNs

s Threat intel, NAT,
_Lentral VNet ot

P e—3 | = i —e—>

oy ——F | - Pe—x—>

Azure Firewall £ Trafficis denied

Spoke VNets ﬂ
?

On-premises

Azure B KIBEFEINEERS °:
o HNENSHRAM, Azure IXIBENETENRENE, ARASELREIIMIKEIYE
28, UAFTEHTTIUERE, B BEFPERRE.
o AZIRHII=EIERGEME, Azure P XSRS AT LMRIFRIEN A EHHNERE, &
AEESINRYT B, AAESENEEREMBTNE.
o NFEFERS FQDN THIEAN . Azure B XIEEI & HIL HTTP/S iiREak Azure SQL iRE
(Preview) PRHEIZHEEN—HE=EIREMNHSZ (FQDN) , HINEEARTRE SSL&IE,
o MEREMHEIN: TLURIEEFIBY P #ett. MMOFIMMY, SR o a7 154"
RIER BRI, Azure BEXIERTEERETH, B ECEXSAREERERENESIE
RS, BEZ/MIHFEINELESIERAN . FeTLAER FODN fRiE. RS
FRICECE s,
o HHENEFBERIMLMIEERE (SNAT F1 DNAT)
o 5 Azure Monitor ST2 5k, FRAFBEBEFEKFHFEAE, FESM4RER
FISCEe, EEEEARIEE Azure Monitor B,
o FRABERE, RILAE VPN 0 ExpressRoute fPKSERE Azure B XIE,
(3) Web NAERFIKIE (WAF)

Azure BEXKEE/IFE HTTP/S 1Y (5140 RDP\SSH\FTP 1) 1REENINEIF, RErERO
FOMMIR A H IR BIRIRIP, FTLANERAFERER HTTP/S M RENILRIP, FE(E
F3 Web N FIRERFBKIE (WAF) .

Web NFERERFRI XIS (WAF) 2RNARERMAI—IINEE, aJEHILE MK ERRIRR

8 https://docs.microsoft.com/zh-cn/azure/firewall/overview

. 11 \\!



79 Web [ FIRE AR EEPAI N LRI,

Azure N FIFERFRIKIEIT Web N FFRRFRI KIS (WAF) £ Region HRIEBEEHR{RIF Web i
e, FEASEINGINRRIVEE. NRAFFHEE Region BHT2ISEER Web
RIFFERIEIR, BILASERA Azure Front Door Y Web RFEFERFBAXIEINEE °,

Web N e IEZ R AT BEN EMRRITERINENBir. RENNKEEE
SQLIFEANFNB UL mEIA, FolEN AR REES LRI GMEN M. X seEEXI N A
EFRINIS N ERITTEEAMEP. (SIS, Il Web NERFIH XSG TAIE
BZLEIE, WAF R IRENEIFIN RN EREFEE IR ETARE,

TR SN EIRAY Web N FRTERS, WAF R EaLUBIT TSN EARR, Bk
LM REL, PTEEE RN FTER M KRG A ST B X BRI N FERE FE R X,

Site2

Application @

Gateway

—XS5 attack—bx

Valid Request @
[ ]
" -@Valid Requesti

=Sl Injection= \ sl
njection x @ Valid Request @

R FRFR MK AR FRfE R &iXiEHEs (ADC) B iETT. TREZEERFE (SSL) &
1E. &7 Cookie BISIEEXM. REGHSE. ETHSEH, UKIETES N MiGiIL
SIEBINEERYEEN],

N FFRFMX R EIGRINEeEHE SSL RIS EEFiRE T SSL 32, WAF SR BfERFMN
KERL, (FRARFNTEMERIEE, XFEETE Web NEERFRS E LRELIEHD.
N FRFERFMK WAF B85 Azure T2y (Security Center) &pk, EZEFOAILUESFE
BB Azure BIENIZ SRS, BUNAERFMNIETINRIFEEE, & WAF 5 Azure
gy, Azure Monitor #] Azure Monitor HE&ERE, BTLAGSHE WAF R E(RIFEIRN FFE
FHIETIRR .

9 https://docs.microsoft.com/zh-cn/azure/frontdoor/front-door-fag
10 https://docs.azure.cn/zh-cn/application-gateway/waf-overview

_________________ EPANN



=
Application pr— 0w
==

Gateway

Access Log Event Hubs
Performance Log
Firewall Log

e LA — siim

------
-----

Storage (Azure)
: Alerts

Security Center

Recommendations

(4) ZeTERRFERIERE
BRT Azure = ERIFNIZEMIFZI, ATEIFEMRESTENZSR, Azure i@t T
M= einfEaaaNERE 7 ——VPN F ExpressRoute,
VPN WIKFF1E Azure RIS ARIMIEZ B, LA Azure EEHIMBZEEE AL
Internet RIXINZRE, ExpressRoute IEZEABIT AEE Internet, 5i@1T Internet AUZEIEHELL,
ExpressRoute IRt ESHA M. FRVEE. ERIBERINESHNZEM.

> VPN R SKU™:
VPN [ SKU: Basic. VpnGwl, VpnGw2. VpnGw3, BILMRIETEfafy. HHE. Ihke
O SLA B9EEY, EIFHEE KA SKU,

S2S/VNet | VNet P25 P25 Ra
SKU 23] SSTP 3% IKEv2 FE3% HIEEE BGP
Basic =K 10 =K 128 St 100 Mbps Fxt
VpnGw1 =K 30* 2K 128 =K 250 650 Mbps S
VpnGw2 =K 30* BA 128 BA 500 1 Gbps S
VpnGw3 2K 30* BA 128 £A 1000 1.25 Gbps T

X PFHSERISS7 4 RouteBased VPN, {HERBEEZA SKU 37§ PolicyBased VPN,
HZN SKU #0918/ SKU, BEBERLINEERS. ERAER SKUNINXTEEREE 9
RIK SKU FRRJ—F, 7£ ARM BBBIENT, WIRFBLEMIBIR SKU BE9HHhR SKU, kR

11  https://docs.microsoft.com/zh-cn/azure/vpn-gateway/vpn-gateway-about-vpngateways
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A VPN RIXFFEIZEFTRY VPN RIK, A, B SKU VPN RIRASZRF R B riEs (P2S) |
BifmFubr (S2S) RIERBHREEE—, EAHEHAFRMXIMY (BGP) EEH,

{55F3 VpnGw1, VpnGw2, VpnGw3 IX=FThi SKU, BIEZERILMREREAEX=F SKU
ZIE)XS VPN RKHY SKU 1T,

FEXBERTERAPEINEBFER VenGwl, VpnGw2 F1 VpnGw3 iIX=7F VPN X SKU,

> ExpressRoute B3 SKU: #rfE. BItEE. BaMae ”

ANERFLFEATLIE Azure FEHIMBTIAMUE Z BAXMERE, EEIEEIINZER
KBS, FEERMFESEE N ExpressRoute”,

NEREEESRBIAIRIK SKU, MAZMKDBECEZRT CPU FIMLEHES, IXFEERIK
e SIF R MBS ESNEILE.,

Bl ER Mk Z RTEtnEFISERE SKU Z B LUHITHER, AEFRIEESMEE SKU,
TEEHMOIEMRX, EFCIEMNESSEISL.

ExpressRoute LIS EE, B LATEARNERAYEIR FEX ExpressRoute £5HE
o, B ExpressRoute ZLIRBMIEER:, FATIERZRSIRMRE / MEBASERZRIRD
Azure TRNALERHES (MSEE) , Azure EKBITIEZIRSIRMAR / MEIDSZEIINE BGP
EE— S EEEEE MSEE, aLUSEAETE—mEtE IRIRE / LIKMEEZ%. B2,
EERSIRUEBSERRRRE, WERUTTRATVGERBIS Azure, TTRAVE 3 BiEE
BLE R Azure SLA RIS,

ExpressRoute £B5

I 3 Office 365 71 CRM [RSH0RE
B Azure EIE P iR
T L

ENEE VPN RERTIHE, EHINEREEE— VPN KX, i, EIMEBREE—
ExpressRoute f>k, —HAILIHF, BRER, 880 AE—EHNEEE S2S A9 VPN Rk

12 https://docs.azure.cn/zh-cn/expressroute/expressroute-introduction
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#0 ExpressRoute fJX,
BB UL mEibm VPN F ExpressRoute BB :
o  ALUSEREuERT VPN ECE 9 ExpressRoute FILZ S HRETSIRIR

Servmssonp::l ic IPs e @

Ses
Is eiﬁ
nmge)?

Contoso virtual networks/VMs

o WALANE—uL=BIfER VPN #1 ExpressRoute E#ZEIARIRIUL R

Contoso on-premises 2

) HMNEIRILRERMS
> Azure SR [EIRISMEIRLS
ARHBRLRS Azure FEHAMLE (VNet) Z[EISCI—4 DMZ  (1BFRASMNEINEE) . DMZ E4ERS
KIEFHEEEESELI L L INEERIMEREINIRE (NVA), KB VNet BUFFBEHIREENE
E A E R FIFEERE Internet, LUETLUHITEHZ,

On-premises network  : Gateway subnet Private DMZ in Private DMZ out Web tier Business tier Data tier

**********************

thwa) | ’NVA’C@ @ @ - @
5 e«——» <¢>< > -e| %}»{-

L]

@ Management
subnet
v
Virtual network

IZIRREEIELI TN AN

- ANHBRRZS . AHBSCINRIE FBRER,

- Azure FEHARIZE (VNet) © VNet &, Azure I THIN IR ERIR,
- KX RXARHNES VNet ZERAERE.

. 15 \\!



- BREHNIRES (NVA) ¢ NVA 2—MIBRAAE, BFEdHTEINITEERSEEE ((FA
BokiE) o L 13 (WAN) #20E (B1EREEYS) . BEXIRREEEMNZEINEEXE
ESHI VM,

- Web . WSEFMEIRETFMN: ESETIETHISF VM RS,

- FAPEMXHIEEH (UDR) : AFEMRIEEHENX Azure vnet HRT IP FRETR.

> Azure 5 Internet Z|EJHISMNEIMLE -
WS RREEYT R’ T Azure FIAMBEHEH/O Z [BISCIIINEINEHFMARMA R EHE, ©
I — TR Internet REAINIEIMNEING, LUIR—1NETFUIEREAIBMERE

E’\J?ﬁ?l‘l pIZ%,

On-premises network : Gateway subnet Private DMZ in Private DMZ out

8 —@
Availability ! —
set
N N
) [l Web tier Business tier Data tier
- - r

Management & .
= subnet i i
; Jumpbox 5 5
: Public DMZ in Public DMZ out T H
NVA &
_____’_____—4’
—p®<

\ Av. \blt)

Intemet : T -

|

,,,,,,,,, Virtual network

IZIRERE *’]@EL‘A‘F*H#
o NILIPHBHE (PIP) @ NHEEREES[Y IP HuHE, 3EEES) Internet FISNERFE A Bl @IS It It

WHBRRS.
o MEEINIREE (NVA) | ARSI — AR Internet RUREAVIRIZ
NVA itf,
o Azure faEiYMES: KH Internet WFTBEENBREBEI REYERE, FoAEI I
EEIRIZE Y NVA,

o NHHMNEIMBANUEFI: LEFIEZHRE Azure REIIERRANER. EARUIBKE
BRI A FESME NEE I NVA,

13 https://docs.microsoft.com/zh-cn/azure/architecture/reference-architectures/dmz/secure-

vhet-hybrid
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D\

SHEAMNEIRIZHUE TR NVA SREFRNERIEIT I FEIEE] Web ERINERAEISE

(6) Azure DDoS Bm
D HTIEEARSS DDoS R —MENIBEEERANMBE ST, HINERES
B, SMBLeHiFEEtER RS, Azure EEARE BT EARR DDoS BHiFIHEE,
ZIRNNEHRISFERE, SSRFTXER, 79 Azure SF& ERIFPRIRIR SR RIF.
WNRAFEZEEETYT B BN HRIZIRFH{T DDoS ML 2R, AILRARERR

ol

o
DDoS FAFINEE.
Feature () DDoS Protection Basic (_(]) DDoS Protection Standard

O Active traffic monitoring & always on detection Yes Yes

Gq Automatic attack mitigations Yes Yes

(©) Availability guarantee Azure region Application

Ef Mitigation policies Tuned for Azure region traffic volume Tuned for application traffic volume

(T Matrics & alartc No Real time attack metrics & diagnostic

L logs via Azure monitor

itigation reports o ost attack mitigation reports
Mitigati N Py kmitigati

=7 Mitigation flow logs No NRT log stream for SIEM integration
Eg Mitigation policy customizations No Engage DDoS experts

F" Support Best effort Accessto DDoS Experts during an active attack
D SLA Azure region Application SLA guarantee & cost protection
4 Pricing Free Monthly 8. usage based

tNERR DDoS BAiRP S TER, TREXNARERF, BETARERUFTNSEZIE AN
HERIPSRES. SRERN AR SEPZ EIAMEFRIRBRAIALL P L, FI40 Azure SaE
25, Azure N FBFERFMIZEF] Azure Service Fabric Sffll, X FRFIRFZME L EBHIREINES
2z, EEILIEHRIE DDoS BitR5S Azure RIFRFRFRISK. Web N AFEFBI KBS,
SCHMSE 3 IEESS 7 FE55EERY DDoS L2firIhge. #ERR DDoS FEtFaI LA R EHARIZE
PRRRREE AEENRE, FEBIFIKTGEEEA D RUATE:

o FEFRWT BHEUGZNREBAMEE, W UDP HUEEHIK, EMRSES
BRERRGSERAPAEHTIER RN, 5lERSEFENSHMT, &8 Azure N
BRWOZEHIER, #E DDoS Bt el LAB s N SRR LB RIS IR, M
A AR B S8R IR,

o NI BIFIFSE 3 EM5E 4 EREINY BiR&RINGE, 11 SYNZH, RIS,
BERESERBRENTRSE, #RE DDoS BhiFiEiY 52 IR Bk K SR EM
BEREFHELEEERE, MNMERXWKE.

o NAEFEMING: XLEIEFIAE Web N EEFEIRE RSN BREERER,

14 https://docs.microsoft.com/zh-cn/azure/virtual-network/ddos-protection-overview
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a0 HTTP iaf0ss. SQLIEN, BILAS Azure NFFEFEMA. Web R AR XS
Boe(FER, SCELENT SRR RE,

v DDoS BEIPINEEE B ET 60 FERMBKN TR, 5 Web N BRI XIBECS
FARY, aLARMHTEERIHERE DDoS (R,

e DDoS FatFBid s NSCiRmEFAE, HAMEES DDoS REgHE X SREHT
bvis, HBISRERERS, Azure BFIEH DDoS BIFPEREE, i DDoS BRI IREEE
ERNRILARES, ZHREMERETWE, RENXHEEIHTERE. TXGEREAE,

o fnfE DDoS BEiPIRBHBZRIPRRRINGRERTEEMR, PTH—TIRE.

o MNEHIECEREERE Internet HTEEENIER, SEFRATREREZRERS

BEEURMAVEIES, NRSBEMILMTIESIFE, X EUREH TEZRRS,

o ik DDoS [HiFIRSBSIARMAZ NG EFARE SRS, SHTEMERIIEG%

LEEMEHERE (SIEM) Ef, LMEEREHAEF TN, NEERERP
SWEREENSEHRE.
BJLATE Azure Monitor BEEB N IERNCRIER, HECETNZEINEE. Microsoft 25
BreakingPoint Cloud &{FfaiE#0, AFRIEEAEIEERA DDoS fRIFRIALE IP tEsb4
BAEIARTIATE. S BreakPoint Cloud t&#A, #&HJLA:

o IGUF Microsoft Azure DDoS FEFHmAERNEI{RIF Azure FRiFEFS: DDoS Wi

o 2% DDoS IR AHMIL B HIIRLIFE

o &EZ DDoS FHFHIE R

o EENAPE)IMNEZEHERA
(6) B&ESHh T
XS _EIARFTNBRY Azure WZEEGIFINEE, HITUITFRESH T

ZLMPE iR EEAI 28t
EEHARILE ISR TR/ MR VNet PEBESH NSG/ASG
ML Z A REFARIZE VNet Peering Azure [Ki5
Container pods Container pods Azure EBIEH Kubernetes Policies
AR RARRE
sz A2k RyRyEd
Paas &S5 EENYE S val ARS54R4 /Azure Bk FODN fiik
SRRk IS (WAF
5 nternet XEME | MARFALR Internet i3 e L
DDosS Fh1R

> EEIREEAER

________________EERANN



BILAE R IE N FIFE R IRE 1 vnet X N ARFERAM. BIIERMNE LTS HTN

FfEFrzeBkEHRRZBNmERn. XA AT RN IEEN TERE
(540 Windows. Linux VMs) ; FToERER=EAEEY, BILAS Azure DevOps T EHEEERL;
BJLAERR Azure Monitor BEE R EAAIRE; ERILUBIE Azure ZE2FOETE NSG 5REEHY

=g
> BRI ZE)

AILAEZAN VNet 5— Hub VNet 37X EEEL, BT Azure FIXIEERETE Hub
VNet R HLL 2 RIRATIES VNet Z/BRIRERE ALAK VNet 55MB Internet 2
HEGERORERE R, Azure PIKIBRYS BRI RN EIR = EEC/E M SHIERZRE.

» container pods

5_EIARMESEENTRIZ Azure WSS BRERFHIT pod K 2HrmgeS]. XL

pod FERZERIEREALABIE Azure Kubernetes RS HRESHITEIE,

: Label: Test & Label:Prod ﬁ :
: g g \ P \ :
I 1 ] 1 ] 1
: 1 Pod Pod | I Pod Pod : :
: l ) l ) .

- N ——— - 1
! 1
: !
E VM1 VM2 i
L e e e e e e e e e e e e e e e e e e e e e e e e o — ————_——_— o ——

> PaaS RS
PaaS AR TEREIAMBAERENART LA TIHA), B3 EAIRS R4S =R LABRSIREHARIZE XS

PaaS ARSSAVHIANGR, ATLABIT SRESXIELATERT PaaS ARSS MK TR PRATI=H

________________ EEANN



Allow Account A

SERVICE ENDPOINT POLICY

> Sinternet BN E&
5 Internet HITRZENIAFRNUES ZZEISMNERE, GIUINEREFRE, TEVEE

A&, DDoS Wi, AFELMERANABERKE (WAF) REERELICEENG

Region ERHYISTXI N FRFERFERIINE. 7 Region WEBARRILAEIL Azure #5/tE DDoS BRI

SEMNBRE,

Global footprint with
non-HTTP/S traffic
filtering

Protects against
common L7 web
attacks

Legitimate traffic
is allowed through

=

ol

Account A

Account B, ...

[=]

Malicious Bots

Azure Web Application Firewall combined with the global scale of Azure
Network Edges provides protection from multiple attack types

2.1.2 EfZL (Windows & Linux)
FERZEEMEERIRS (1aaS) B=XH, B (VM) BERITERFP&EEBIIRIE.

. 20 \\!

' Azure DDoS Standard

commeon L7 web
attacks

Legitimate traffic
is allowed through

DDoS attacks Web Application attacks
¥ L3/L4 DDoS Mitigation
Azure Network Tuned to App Traffic
Edges Patterns
(5 H
" .I:rzc::lel\)‘\g:: on Protects against

6

l

Azure WAF on
Application
Gateway

Azure DDoS Protection Standard combined with Azure Web Application
Firewall provides adaptive protection from multiple attack types



E70EEA), IREENEIZREE Microsoft Azure IERZ E——(FPFELNNZS, 1B
IR T W SHIRE, MIGEARRAEINEZ A Lilocked B9 Linux #1295, 1ZBIERRSEYT
Linux F#, ERTRATHSRRGEESEF root IPREMNZIE:, FHEIRILET °. &
IRBEEIME (A0RI Lilocked RYENZRRES. 120 TIHZH) X Azure EEINHI TG,
FINA Azure [JPH Dashboard EIZEHINLAERESHIE 7 WIEER, ADBNEHIE
RS FE] BT EIWAIRERFAIZL Azure RETHRESRELH, B SEFER Azure &
£Iee, BEERY. BhRBESEEZIIIN.

EEEREHN Azure EIAMLEET, Azure SEEBNSCHE 7YIEEMERY DDos {RFFIRRSS
BRER, BREFNEMNEHEL T IRENZSFRIFEEIRERE. NSG. UDR/IP &
KEZE, EEMAER Azure IRENZT 22PN &IE(ER. (R Azure ATLARIER
LTIEBERMSENIRRAL R, BFEARRT:

o (RIFEHWAZHEBIEEXHNES

o NEBURETRE

o RIFNBRENZSE

o IRBURDAEELAT
(1) RN Z 2N

AR IRZFASEFPNBRINE, BRE—EBRBNENTEh%, SEHIT™EN
RITAEE, FRRABZINEFTNESR. =RFEERXNH laasS BIEMIKEE~HRZ
BRENEFN, AttFERSREMNAE FENEETE., FXRISGREINEI RS
F-UKE, ATHEPEIMNNERERE, BRAMENRERE, cRSEERTLUSER
AR, XS ERhF

o REAFEEA root IYRIZIT Web NATER, SERZELL root IKSEREEHA

o EINZERBHNERNE

o M SSH/RDP i IEBRIAIK

o (FARERESR

o [REIIPER

o TEEIWASPEBEKIBLE=SHIFTE, RERSIFEEMNE, BFLEIEARY

i8], 1E Linux £, BJLUEBIE tcp_wrappers Z£5CH1

o RIEZMVIRFEN, ALERERAN, T=ENARENHE S, FERVHRS

o JEITHKRIL (Jumpbox) HTHEBIGIE, RBIREIEEMEENWSRSES

o RENMTESEZERIXNT , BN AREFEREFIBAE

15 RERTEERELRE, "#HTE Linux EVHEEER, ZEFTEFREE? *  https://www.freebuf.com/articles/
system/214395.html
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o Linux EEHIN - FF/3 SELinux. AppArmor FEINREFRIFEE A

o Linux B - BEREZ1ER

o Linux I - 21T
(2) B B IIERGEEFEIRF VM

P VM 2K ERREHERRERNBP A 8ERER VM LIKiEE VM, EERS
Azure FRY Linux Vm l9%Z 2, BEHEARSIENZ2MXE, BJLAS Azure AD BHRIGIES
FX. %5 Azure AD BHRTRUFFRT Linux vm BF, AJLASESREEIRIEREIoFadaLEihE VM B9

ExfESERE FHES
{EF8 Azure SRERFESTANPIRRIEMCIEEE RIS, HXLRBNAT

RiR, NFRE. BTZRFREN VM BHFEZERIRE,

MRRRBREZMTE, WAsERE— Mo iAkE EIEX LT EAEE
= VM 35318 R, RESFORFSME. Azure EFREIRMANTIY CAWEAERS. RITREAR
FEHE (F8) P, ARKEERMUARZE. EBRATRRETEEHEE
RN R TIZBRIFRY. FAEERAKRERNTR, EEAEMERENE

IR ETE,
D> VM R M| Azure FREESBRRIEREBIRN, EFEEZEBRABR/RARPH

ERERIAJ M VM,

AN



ERSEEAEINE Azure FEFERAFREEILRTIRE VM:
o EHNZS5E: TLIEE VM, BLREEEEUNERNEINEESZF
T,

o ZHFHNZ5E: JEEFERKAITERILEN VM, BLEERE
XL VM JEEEIRI R B REIK .

RIFAFAIE) o ZEEHER: (NVEREPFUAN: TLIEERERE. BEZERE. R
BRIk BEEZIRMEN. XASHRIEN.

o HrMAXN=RR: AJUEERERE, UKER. B, EfEm

XA VM,

TREERMMAREERIENILIRE, EEATRTFE VM NEER, 15

WRRHMEEMEITRERRIIXREER, ERRIMEAIHEN.

(3) FEFEZA VM IR aT At

i EmE RS EREI T 'S VM HXIIRSER 7508, 552 VM BTEE
NERXENFEER, BRENERSZ VM LIRS AN, ERREMERITE, HEEEA
ETREEEARREM L. ZNREN RN % eE, FRKEBENAYHEEEERIN,
A TIKSEEFRIAT MY, BRI A s A A XL,

A ER—FHBIESHEIIEE, £ Azure FEREHLIFARIE VM SIREBEE Azure #
EhOE, XERFEERE. Azure FiRAFAMUETEIERN VM 8RS S MIIEIRSS 28,
TTEHZR. FHEERITHIMNEIIRNIETT, WRHINEEAEL Azure TSR, RE—HD VM
SXFEm, BN ARFRNEIHERER. NMREENETTSENSRRSR, JRNtER
—IRHEINEE,

(4) B a1t

RTE VM RGP OGRS RIP LARS BRBURNMBR e S . (BREEGFIE S,
MNiH—ZREE VM 22t

B] %% Microsoft [ EiR{4ak, Microsoft SYEIK RV ERIRIPARIRTTEE (Trend.
Micro, Symantec., McAfee. Windows Defender # System Center Endpoint Protection) .

Microsoft SR BIESERIARIP. T, TRIRMHMEIE. E|/FH. 5I1EEH.

______________ \ERNN



THFREMABREIESINRE. WTEE RO HTERNIRER, FJLERREERY
1R BRIR VM FI=ARSS.

Microsoft SRR SR HFRBIRSFRT 5 Azure Z2 PG, LATSEEREMN
BN (ERMSE) .

REREEIHRRASE, TRt ft SR Microsoft i
Eﬁﬁﬁiﬁrﬁ&ﬁt L TN AU U —
(5) &8 VM B

FEASERRERRSEANTE, FIRSIRARERITE. EHHEMRMERAD
BERARERE I ARR , BERIBEZ b, BT Azure ReFEmNEHEX Windows B85,
EEHPAETE VM B,

E=AESCRE FHER
5/ Azure BENb I E SRR, AEPEIE Azure, ZANHPIR

EE IR AFEFPRY Windows 0 Linux i+ EH EIRRERHAE

. ATLABUEITAEFE BTSN LT AEHRIORES, HEEARS

R ERTHEEHHITRE.

HEFH SRS ENERU FREETIHETETRTE:

# VM (R o FBF Windows g, Linux #9 Microsoft Y52 (MMA)

o FAT Linux B9 PowerShell FrEE4REELE (DSC)

o BtES Runbook i#EIFRE

o JEFTF Windows i+EH1HY Microsoft E3ak Windows Server
EHARSS (WSUS)

AR Windows &3, 152 Windows BaiE#iRE.
EEPER, HIREENREG | SMEBENSE—SNERENRRE Windows B, EEREECH

BERN—AI Windows | EPRRMEAIREGES, RAEEMSIER. 2XBAER T2BE

] # Azure THIZHRIRG, BATFRHEARESEER (RE/UE) .

. ©4 \\!



TEHIEHTERE VM LR

R ERFIRE

{#F Azure FEEFEEEIREN VM, LMERMIEHETE, (EHE

AR R EE N ETEH VM,

[ Vm $RIEN A= = BT

[BR Azure 2l (REBERSENER) KRG/ DEIZ S EHFFN
FRIXLCERT

RIREITHIR ST

EF7EE] Azure BUES B LIE R NS SN E S B R G, 10
8 Azure VM IEEFEIHA Internet W FHEFEHIRS, NEELG
Exb. IEMAMRUNBIERIERSE. SIFKHENERERF ERETRIRE
FJRESE— AR, MINRELERFAIEIMEREIE, HATLURRXLE

AR,

BEFWL—DEORERTT

M

FEERCIBHTEMR AR EOESED. XEETETYT EE

ZHYEFIMERIR S,

(6) NN REFUREER 14

BLEESEMY / B IHEAN VM [GREXTEREURHITIIERE, BERK, EMNINEEIL
W& (VHD), LABSENRIP PRI S B SiIEUES AR INZEZSARINNE,

Azure B EINZE AT N2 Windows F0 Linux laaS EEHAIRLEE, Azure BAERNNZEFFH
Windows BT AR BitLocker ZHEERD Linux A9 DM-Crypt Ih8E, 79 OS IR EIRMSE

mnz, ZEREES Azure Key Vault £25%, EEIFIFEIE Key Vault 1T R PAIHEZINZEZE

MR, CRERTS SRR HRREEIWE R _ERIFTEEIRTE Azure TRAEFERSINE.
TERER Azure EEINZRIREHE:

E{ESERE
£ VM LS

Azure BIENNESERINEZEZRFEEBSAERRERE. £ Key

Vault HEEINZZEEEE Azure AD SNIGIE. Altt, B0z
Azure AD NAERR. XNFEMHREIE, JLMERETFERimTE
NS ETFEFimIFBA Azure AD SQTNIF,

. 25 \\!



FEFZSEINER4A (KEK) SEAMNZR|(EA Add-AzKeyVaultKey cmdlet 7E Key Vault FrallEE4E1N
FIPRUMINNEZ2E, & KEKZEEH, EINAEGZEER (HSM) S KEK LU#1TEH
R INRESRIREE, B, BXEMERS, B2 Key Vault Y, IEEEHINE
BAME, Azure BIBINESERIZZAGREMENE, REEN
EEA Key Vault, #HEAMZRERE HSM h{REBILEBIITE

A, REEOMIRIE, BILEEIMIRREH.
EINEHE RIS REN /S NEZH, FEENESIXEUEN VM., #HITEMNE, &

. WRIMZHRELEESINGGE, (LA & B AzZVMDiskEncryptionExtension cmdlet 1@ 1T $§
S AR EEIR, iE -skipVmBackup SECRIIEIRE#E. BXRUIFMHIIE

JREMNE VM RIFRER, 1B2H Azure 1 —3Z,
AHRNBNEARE S K50 EENERN VM FrEfE—XKig el H ERERRERE.

R, Azure BEIIEEEBZHR

BEEM VM HEAEF—XIE,

Azure BAEINZATRRLAT S TR :

o ([FRTUARERIINZR AR laaS VM, HBEARENZESESEIEEK,

e laaS VM SHREEFI=HIREIBFIZRIS SN, P RILAE Key Vault RERIZZETAFIZR

EERYER .

BT LALE Azure EEF] VM EHRIZERERE, EIWNEEEEATFREFASIEE
BF. U TRIESSEREFEANS ENT XK,
(7) M EIRRI S D

MBI TR SR EIANISTFED. RIEEEEXE S EIATES
HASNERE bug SINNFER, SREBEERIREERK ¥ SR EAREEIEERR.
> Azure FB{n

EERMIEITE TIERAAY Azure VM, B{HF Azure F{75, Azure &% Windows
#0 Linux VM 37N TR —3U4 R0, Azure BN TAIEIERE R, XERERFRESR
WRIIKEREES, MWKERIRRRS, BTLUAREDN VM, Be]LASOREIFERISIA,

. £. 1 Azure YA Linux BEAUA1AS

o HIZ:. TE Azure PENFIIARE Windows NI

» Azure Site Recovery

AN



SENMXIFEEKRBARMERR AREIRS P AL FEET, Azure Site Recovery BILA
P VM, FHESEARETM, B5EE Azure VM EHIZ|5—1 Azure X1,
> TEERER

£ (6) INZ R X PHEE IR 2 BIRIRERRARTN / Sk& 0. FFARFIMIXRE
o, RERA(ERITEHAERN VM SHRMEIEM X ER0ER, TERBREREMENR
EERREIA, RIS FREEMEE, HRRMERTER VM NitE#E. BT
BEFERZO X REBHITITEE,

(8) Azure L) (Azure Security Center) £E{FZPR

XSFEZRIBIIAGE, FEIN[ER Azure Security Center, Azure €2HOE— M R—HY
HEMENREERRS, eENHMESaieeNSHEHEN, JigEiEPONZeS
B, LURATT (FTIeREHE Azure ) FIARIRYRS LIER RS RERIDTF.
> Security Center 9T {EEIR

Azure production Security management
i =
10101 ;
il oloin J
i
On-premises and multi-cloud A

2

AaREFION, ST Azure B BEEPE— N RANRIE, T4t VM, FF
HERE, AR, TE2PUOFFHARHERIIRE VM, W&, NEEFRFIEIRNERLZ 2T,
DTS IZEDthEEE, BVSEFEIRSNZENE. T2 OSREEINFRBIERERIPIR
T {EG#, NRENHEHFE G, REZENCEIER., S5, BJ7E Azure Monitor T
X ELEERHTRERLIUAEWEEIAINEE, tha]E@id REST API. PowerShell cmdlet
& S5IE SIEM BYEERL (15140 Azure Sentinel) SRETDEUE.
> RREH

1161
el

L]

______ NZFANN



E3F Azure Security Center K52 Azure B9—&853, FEIE Azure HRRY PaaS BRSS (BJIE
Service Fabric, SQL #IBEFIFEKF) SZ2 e ONBIFRE, TEHITHIHE.

A, Azure Security Center iBIZ7E Windows 1 Linux RSS2 PEANAE Azure IR
SSeetlEEHI 2% Microsoft Monitoring Agent SRS B T TIRIF. Azure EHTIEER
el USSPV S

MAEERD Azure IWESRISE M E R 2 DTS 1ZPIEXER, MWITIREESIEN (GRHUES)

(NMEBEXLEN BRI FRETELEM) UKRBEIMONER, NRREESRZIRIAR

LB LR R ERNEEIE.
> FFEnTh

Azure Security Center RIFEAIMFBA TERETFRIF R HMIENEREERER
SREMZHTTERE, NRRE, WSKBe(rcdk, FEIREERE—MRINTEHRHS!
NG, EFRETEELMRFTTEL.

ZeFIREAT RN B TS INSRBEA TR — —REIRET , EIRETa]

VEETEREIHEI, WML EEREECEREE 781 TR. JUERWNRIEES
U, XEMTHEHIEAVERNER, XEEEIREREEERDHITHEIER,
M ik BRIETHR: CmE2 17 v W e v RSEE: R v
o) Er“gii.j" u? ° e a
Yo f )
2 o Yo
-‘éo
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ERZ TIFRHBTEER
HERE LS e Tt
o ~ PSSR EERAEITR 56 FEAR FERE LR
% TR 7 = i
- me o) HERREAE
— ¥ Micosoft Azure Enterprise MFEHR 56 MR, BAARERTSE?
’ ’ ZR2IEE,
% s BRI

& ARREGIE D) bre T ]

E=S 9k

ZRNEBLUE, BRI LERRZEIEE, MEMTL, W, HiEFE, ShSFHE,

iy J — = == Lk A =18 -
BRI =im SIS B RIAT A sEEIGAY A -

Wt > Z2hil - ¥EE

— TR - 1

— IR 1

«

0 |

O mE W WREI TSR h=c}
R | 65 itEmumEE = 39 suEmiz
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i mEm 21 TERE <
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U R2IESE
I s o 1w ) VizsmnipeE
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105 FiERHYH
0 esE FERHER
ERE2H
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5L EAEmIEE iy ELURS.. Eot s 1
W R

) R LA RS TR L0 s 4 i gt 5.
10T PIOFIER _
B An Azure Active Directory admini should be provisi B 14 sl Server (it
T EuEEE =

LgEBIE HTTPS if[E] Web +20 (& 64 Web R - —

S RGN HEIEIE HTTPS 51 Web RIFSIZI (203 D 64 Web HFAER
W SemusE RBEIBIT HTTPS 1 Function App </> 14 Function App .. I
— TEREHSUH_EE24E Endpoint Protection BERFTE (15) B 204 g gt s
T —— Vulnerability assessment should be enabled on your SQL servers El. 14 sQL Server (3t (N
@ = VM ifiE Secure transfer to storage accounts should be enabled g 25 4 ik 3t . I

o STSEEEEIEA Disk encryption should be applied on virtual machines 1 47 4 miblin, (it s
RS DDoS Protection Standard should be enabled G 14 g 3t W
U Z2ER Metric alert rules should be configured on Batch accounts +10 ) 5 24 Batch WP 3t

TEFFAR—BHMHNERS, CUVRRE—ERERBIRTIEMERESRIS
R —EAPERE, FrAZERYEAFRE T &8I, KBS, FEE—LHRLERES.
Fltt Azure Z2FOBIRNZEEE T EBIRIFK, BV TRENREDHAIAR, T
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et eefTIIoRIEM L, BEE N EN, SHBENAEY, BEIE, LARIIMN
LT BIFEMEENR TS E, KEMEWRSR, KL ENTSRT, &
BRI R R L TELRRVERZRE.,

ErEId—5EBA, Microsoft Security Response Center(MSRC),Microsoft Cyber Defense
Operations Center(CDOC), Digit Crime Unit(DCU) ZHPARIELIE N &I, NEEVREE, A
BEFENTOME, H70 FE2N, BPWEFEULE—FR, S3ZB20LNT2RER,

The following security policies are assessed and displayed in Security Center:

v Compute And Apps (31 out of 34 policies enabled)
v Network (9 out of 10 policies enabled)
v Data (14 out of 15 policies enabled)

v Identity (11 out of 11 policies enabled)

BEVEERRLUGE, BIWEAFEE—EGETe, ETFREUNZERE, Kotz
BEE—EAETH, HERERENSTENR . XEHATLIBE Azure £ OHNREE
#HRINAE, LAY EERIRAVIAE:

J Security Center - Security alerts
Showing 2 subscriptions

[P Search (cu+ ‘« Y Filter

W oetuie score ~ 4 Some subscriptions have limited protection. Upgrade to Standard to enhance their security =

(& Security policy

. Regulatory compliance g
RESOURCE SECURITY HYGIENE
3

Recommendations

L Compute & apps

. Networking 2 |
& 10T Hubs & resources
_ Data & storage 1
% Identity & access
= 0
= Sed
un 29 5un

Security solutions

85un 1551 22 5un

ADVANCED CLOUD DEFENSE Highsaveriy Modumseveriy Lo sevety

T2 Adaptive application controls | 1 2 2 8

(D Just in time VM access

. DESCRIPTION COUNT DETECTED BY ENVIRON... DATE STATE SEVERITY
Wi Adaptive network hardening
& File Integrity Monitoring I[EA O Suspicious process executed [seen . 1 Microsoft Azure 09/28/19 Active 0 High
THREAT PROTECTION  new | ¥ Suspicious process executed [seen .. 1 Microsoft Azure 09/27/19 Active 0 High
0 Secuty alerts U Suspicious process executed [seen ... 1 Microsof ft Azure 09/26/19 Active O High
® Security alerts map (Preview) @ Suspicious process executed [seen .. 1 Microsoft Azure 09/25/19 Active O High
AUTOMATION & ORCHESTRATION ¥ Suspicious process executed [seen .. 1 Microsoft Azure 09/24/19 Active 0 High
2] Playbooks (Preview) ¥  Suspicious process executed [seen ... 1 Microsof ft Azure 09/23/19 Active O High .

IFANBUSRTIREIRY, BANS RIS KRR B RILAR AR ROBHAE R = AL RIS, {5
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BEERTAMFERBESNSTHE, EWINREEMKIRLIERTS, RIEESENER
NOELFRTHINIE, AERRREHRENAEERERERE,

10101 u
01010
00100

Monitor traffic Collect Logs Analyze data

for threats

Present this information in a single dashboard

EREXHFNARET, Z2hOERERSMEREZEDT, NMUEX BRI
—EIREHSTFIAN Kill Chain 128, FFRDFIFAAEBUEITRSEZIRAN . BENTFEEE
XIS T, AUEBLERA THEE A AR AR, HIUURER ARSI,
s, e OSF BN FEEFRHNS BT VAN AE:

o SERRENENERE: FUA Microsoft F=ERFNBRSS. Microsoft EiZIESESER] (DCU) .

Microsoft &2 MAR L (MSRC) LARIMBIRRMAVEIKEENER, EXEMNAR
HATEM

o TR EREBRMRIRIESITA.
o SRR ERZoITERDERESZ, MREMSEMELFEBNERL, FEX
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LR EEEREEFRITHE, NErHER,

IERE7I Microsoft &R A RGBT HEA, MR, FE=R Microsoft
ExFIBER, REEMPMNEEIZETERIEN, S84, MRNREAREE
BEXAHRRIENEE, BIFEEREENSHUNES, AMFIIREEIURER
wERAEFERIAREERIIRSHTES. Eit, SWEEAOHIERRSIRTR
FIRAZRT, REPOMATIREEFERNEE, AMAILILAFREZRE ERCENR
FUBEAER.

2.2 B AREUES T IR BER AR T £ a5

NEBF LRI AERFENEINES, RITRBEERNEEHHIER L, a7ee
HIFHEIARREXN T RinSEF=IMERIRP,

AN IINEF, ATHEIEFHBLE, ElETREEMEINFER B KT,
AEEEBSRTAEERIMNE, BERHTXEFN—MES, Bl HhFFEmRIT—MESUS
"Zero Trust”, BIXIFEB—PMnAEWIRSSSS, NASERENDRERSTEEE. BEeRkE=S
EBBRRMAIZIEREAE . REE? ", "RATAER? ", "REEWE? ',

221{R21E (Who? )

W EREAINEEZE, EHREREMESEMNAE, Rttt WFEEE—L
KK STIMER, BUIEEIAR (S1F Chapter 3 HIIFANG) |, WTERGESRD
BESAERIFMEHTIRIE, tCapaEMSEAFANBRES ORI, SERmEkE
SEH 1P RS, LEBDIERTE Chapter 3 HEFMAAIETT.

2.2.2 "R LR

SRHERENRFERHEZIEWVARBLIG, IS TRIENRA, EEEER, #
BIREEIBREERERE, NMILUEFHEVAZOEE. MELERBaIEIEE
—NEREERMAUEREWKESIRS:S, SERSRSHNEERKSHAREM
ERAEMBRARRILZZL, WM EE v AR WV IS i,

FtE, 3 FRrERIARSS 2aaE SUERUDAIERHEZMRAR JIT (Just In Time) JRUSRAATIAIE,
HEEHE, XwOkSsE arFenl e v ERvEREERNIKS, 2R, 8
KM EARBERN, FEIMEINABEEBIRISANRITHRSERE, XET8EEAE
(R AT MR R R EEHAI G E.

1B/ Azure Z2HIORIOINEEZ —, SEBT VM iEE), @A THREIZEFREENEE

AN



e Rimt DR AE SR 2

HRERBIRIEZFIRER JIT AR, RSCHITSELETL ERIMEREH (NSG) HY
okl PRIERERAFIERRIRR IP SRIFRIARE, REERIGIEBSER T EIAERA
RIVF, AXNEHEE IR TERAFL.

@ FE&M - ELHE VM i5E =
IEERL T
«
i v HHARZE VM ihE?
- sead VM iSRRI LASIS PE L F NS RO M A ST SR MERIERESA0 VM, (SENETNEE, LSS RiFRETFERRHEERIZFH VM A9 RH IR
0 Ex .
v [ ?
I SRNFII

2 Ex= HAFERE, REPUFET Azure RBAC REEERTFIHAMIR, MRERSTRE, R2POHEMEE NSC LIEE RIS REHEIRLLE
- A, EtZREzePLERE NSG EFEAZRIRRS.
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Zla, R LAECEWNE, e MNmE, THESRIRRY 1P Ut TR RSS2 AIRRE

___ FANN



UEMR > Ze2thl - TR VM iEE > NITVMIGRESE > FNROES
JIT VM iflafeE X RiisOERE 0O X

Exchange2016

+mm BAes

* im0
22
EcEsCRY VM i5IaliERRYER O
&0 Wi FeEFasE P 1P EE BRI (V) il
{Ea] TCP uDP
22 (#75 T SNER N/A 3h
: o SO P
3389 (#£7%) T ENER N/A 3 hours CIDR $
5985 (#4755 g SMER N/A 3 hours (i}
5986 (##75) g BMEKR N/A 3 hours |
BRAIEKATR
O 3

(e

BREREE, REREZE, BBENMSNTFIRENRAMN NSG #L _EigEXFIRE,
PR _ E—Ha AR, ESERE ERE NEtETE. CBUNRFENT TR
B PAlER iR O TEREILRE, MEENTEROH, EPiZEN, "Bkiha,

(&R > TP - 38T VM 58]
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- - CRMEIE
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EREHITANE B
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Fh loT AR
S SRR
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B ZemAAE

R Sib LiRifiE IERFEER E—1ER

v [ Exchange2016 0 iR N/A Q- N/A o |

HERBNTERFR, EEHERGE IP, ZEEFE NSG M, 1EiZin0 RAHMREEE I
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=R > Rl - SERF VM I50E > iEKiE

iBRinE O x

Exchange2016

BEFERRES N EFT AR O,

%0 8 SevFagE 1P » 5 RS ()

~ Exchange2016
2> TG > I ros ) | | —) [ 2
3389 ( 7 GEED €I ris) | | ) [ 3
5985 7 En» reE ) | | o) [ 3
5986 (7 GEE €I rc=) | | ) [ 3

HFEH, BEMRINERISE, ZROXSXHE, EELERRIHAFASZERE, Farlidg
LRz R L,
2.2.3 "{REERPE?

SHEPEEIERS%R, #ARRSHREIG, BAMBIEREZEST Zero Trust' [RI, 33T
RPRITRHITEBILIR, BAINRSRESHRKE, Bl PHEaRSHREBIZZTEER,
HEFE—MFENNA, FlEmn, BFELUBENT CPUMIRERRS, BRGE T
ERBE—EYIET LR L N A IREI iR AR L, BXZERAST2IR, B
BMERFERAETI—aIRSHE L, BEEEEIEEGAtvnrassEZ AR, &
DEINESBRIEE.

Azure Z2IORY BIEMN N AR SR AR BRIV ETE iR Windows ARSS=5,
EESZNARRININY,  MTTARSREEAIS TS ERHRIBLIERESD .

BTREATEN BB FREFR M RE AR AR AR RN AR 16,

SNERIFNIFFAGERILLIIRE, NEHEFNBR TASEEANERNER, FAkedhOE
B=/VOPEREEE, FITNENRNTA, TeENETRIEES, FRITHRLIRIETEN
B — N REAARLE HERIY,
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&l - BEMNBEFEY

IEZERTRTIRI Microsoft Azure Enterprise i FBRE
0 HEECHrl+) «
& EREAeT -
I medg
EEREHS
ii=ed
B HRmIR R
o R
& 10T PSSR
v HOERTEAE
% FRRRDARFRES)
H ReBRLE
ER=EE
= EERAEER
O = VM i5iE
o TR

v HHaRMREREN?
IR R TRV SRS RO, (TSP BIRrER) VM AN T

v ERIMAI(ER?
LS TRITTEFAE, LURBRna TR v AL, RPN MEORESEITN, 3G SR,
WERIEIRIE, RRPURETIA Applocker IAEREIET.,

BXRPEER, SRR >

ERE || | Fiy
NIRRT ST VM A,

8E VM A *E SEVERITY
v Microsoft Azure Enterprise il FAR 1 FIF
(1) GROUP1 1 15 High

HA1EIE T —4 Exchange 2016 B9 Server (4EF=IRNESHETF(FER Exchange Online) A, X
ETNLeFOHEFIIARNES, Fi1RE GROUPT,

SRR FRIZ RN

iR
ORI A R I A R,

v iR VM HTE

V| iHER

v exchange2016

wE o -3

v HEERA
FEUCBPRO T E IR AL TR IR, BRI R IR S SR M.
& R A e
v Vendor: O=MICROSOFT CORPQRATION, L=REDMOND, 5=WASHINGTON, C=US v ~
v E %0SDRIVE\WINDOWSAZURENSECAGENT\WASECAGENTPROV.EXE 1R ~

AR v Rl E B SIS S AR A, HPRFERER vW AR, ESSERELRERAmRra. SEREE, MTREamEiRE,

BATLAER, EIX—

B3P SRIEMTLLAR SR ESREERIN A, REtIELUa,

REPOHATLAEED AppLocker ALITM AR —LRAFFEERSIGEMN.
FERZE, NERTeR, ZHAMSHER CERE BRT, BIHEERE Mz EREN

HILEIER
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£ er SREESEHEIRENA BTN B, FSSMNSESESHNTFH R, NI Applocker FERGCNIREN (WHEE. SRITHAN, BRIBTEITHEMDFTEEMHIESA AppLocker A5,

III R

v EEER

L) BT EES

AT

> CEEH VM fMitE

v SRERTR
FRANEEG NCAERG Viv H A0S & S0 R I,

EER R POEMREMNEEN S TIRBE/HEE).
12

-3

> BRSBTS
> BEAERIRN
> IRFRESSRR

XTFENRIEAIN FAREFEERIN, RAETLUER B, BIAEHISH TN, mak
= VM BT, ANREEXIASERESFES, BN T RS AR LTI, 32"
NBEAZRMEE AN RRER, BB T RIE SR RE T VM &, T4
ERIETH TEHEER.

MREFEEENFEIZIREN LANAEFARAAETE, I LAFaEE RIS
&' 889y, FER s AIR FTEFRRIER .

IR EN ARRIBIERIAR, LIRIGERFRIARRE, Azure REPORIRIR AMIRS
BRICVFFIZRAIN", "BRZ VR PURAIN LAR "Ta 7 B2 SR S A BRI IR R B0
325, MR TARIFHIBFPEARRNRE, ARPBAIET AN REENAIRANRZIEAE
RYTCHFRIRRF,

XS ARSI T A TS, LR Tl B SRR EEEO AR RY, gl
TERT check iEMFRATEN, BEREFRGRIIZEEEL.

£ Azure IZ2PI0E, BIRE TN TXERRERER T BRI RS ESAYEE
TR FEEE MR (FIM) |, BT FIM LG, 20X AT XS TS

o AFIEMERAVCIZESHIFR

o HEI (AN K IRMAEERIIER)

® EMERIZ (KN ipAEHIFIER. KEAMREIER)
X8, BEIA—E Linux RIEHAH5I
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-0f53c7, ' d5fe12

~ ARt

TR FIM)TRER D B, FITINERMERS. KRS LS tE, LGB REaRETM e ALGEN. SRR e ERETRII—
SRS, ATLARI AR LSRR B S AT AV R A R AT RE,

o BREX e NS E raEEREE T {EE (defaultworkspace-0f53c77e-a06b-4d80-8974-9d5fe 127c280-east 2) i+ BN

Windows S8l Linux it THRES

0 6 VR T ST R 2
R

[¥] ¥ Windows Files

]

P Registry

:I.inux Files

<]

/bin/login

I

o ST REERHLFIMFEE E1E5) Log Analytics THFI, HUEMSEEMN CICHHIESTE, SR TR Log Analytics FEft, HSdHIAL,

CRFALEMEERE. BERLER HE i R ek E
A SERA R AR TAF (XS PR R R 2.

EXANTEX A, FAREET, NTILEXMAY Linux EISEEWRE 4L

|¥| = Linux Files

/bin/login
[v] /fbin/passwd
[w] /etc/* conf
[v] /fusr/bin
[v] Jusr/sbin
[v] /bin
v sbin
M /boot
[v] /usr/local/bin

Jusr/local/sbin

Jopt/sbin

[w] [etc/crontab

AR EBRINHERE, REEAFIME, MaX R BNET I TEROE,
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TR X

defaultworkspace 0f53c77e-a06b 4d80- 8974 8d5fe127c280 east2

BeE Oy Yre 02E

siEns  sE ENA sl e e
6 0 x# o B o

A 0 =5 0

el [

L m
E
] ERRn =t S EREREREL
B inux 0 0 0
B vmforloggin 0 0 0
B3 aks-nodepooli- 0 0 0
B aks-nodepooli- 0 0 0
B aks-nodepoolt- .- 0 0 0
B hylinux 0 0 [

INRBEBENN—LEHEZREHTERR, JURERE" RKRIENEMRTEX
RN,

(3t > TRl - ARSI > TIFREE I Windows EELIIREEMN X
TEREE
f— Aire oo X
Windows jEfifize  Windows 30 Linux 304k EAZE  Windows fRSS '
| EC] IR * TERR
HENTE false HKEY_LOCAL_MACHINE\Software\Classes\Directory\Background\ShellEx\ContextMenuHandlers | %
EENRE false HKEY_LOCAL_MACHINE\Software\Classes\Directory\ShellEx\ContextMenuHandlers @
HEEREE false HKEY_LOCAL_MACHINE\Software\Classes\Directory\Shellex\CopyHookHandlers E=
HEMEE false HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active Setup\Installed Components * Windows jEfFRIA
HEFNIEE false HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\Extensions
HENHE false HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Drivers32
HENHE false HKEY_LOCAL_MACHINE\SOFTWARE\Microsof ft\Windows NT\CurrentVersion\Winlogon\Notify
HEENTRE false HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
HEMNRE false HKEY_LOCAL_MACHINE\! Microsoft\ urrentVersion\Explorer\! verlayldentifiers
ENRE false HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Group Policy\Scripts\Shutdown
HENRE false HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Group Policy\Scripts\Startup

2.3 RIVIREEZ BYOD iR EE

fEE TSR ESHIEEMEMAGER, KiIEARANARNEREEXRTE
1. BRMEERRMRISET R 7B EFIXEG, (ENELEMSENENMSHESZTHZ
HRUFROR, LUREBRENTEM. —BLLR, BUIEEM T EEEESME Rt
%, THERFRZAFBESNIRLES, BYOD FARTHED ARSI EEFRZ—,
EHEIEAER BYOD IRERES IT 8B Ik 7 AEAHkEL. Gartner T, 2019 FFLIK1EE
BREFRIIRS EAISTHIGIAE $ 1248, Lk 2018 FIREAT $114B 1K 8.7%", 1E 4G Ak
SHNeEEAC T, BERHELIEBmRETARLERIMERE. thEDA. Eik

17 Top 10 Cybersecurity Companies To Watch In 2019, https://www.forbes.com/sites/
louiscolumbus/2019/06/16/top-10-cybersecurity-companies-to-watch-in-2019/#4c5860276022
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DAFHEERRENEXEEZNANO. T FAAN/RBEERRBIS B E IR RIS TR,
LAz RPN ER BRI PAREES BB RIS RRIER DA RAVERFIE.
ETFRMERiER, TRENS N TEREZERKEE, SERE. Rf. BHE, ERIE
Z2HEHRET, HEIBEMEHLREE, WHMNPAREE, MAREBARITR. BBA IT 8IEE
SBE, "B TRIESKINEALN. BiINEAEREE (MAM) RERINIZEERE (MDM) Ig?
ZROUBEENEEE, R —EZz—, XEUR TN R.

2.3.1 MDM,MAM &=I#
> BaliRFeE (MDM)

FEUERNDAREFR, HTFLReAEERENtEATAEA—EE, A98FES
BLRTRBGEENEFIRE, BN FHMERE. BahiKEEE (Mobile Device
Management, B MDM) TJLAESES IT SCHISEANIRB SR, 81 RETH. KEBEE.
BEEFRIP. RFERRESE. MDM [R7 TE&inbcE, LA FIR&aIR FEERFIN
TR,

BEXRR, tI{FER MDM 2HFUUTIRRA:

1) WIFI/VPN - EEEZEWMESTIENTIE, aJLATE MDM L ToERE

2) MNFHRER - BILAREEN IT 2B S ERY app HEXEXIRIRE, TEWEE, 185IKE
NEIDRER, LSRR BE.

3) REFK-FLEANFTERIFHAENEEITE, ETEIEEENANRESTI
HY TR A EARIEE K, a0, FEFEA MDM IIERMNRE, ETEHESE
ENMNg&E LN ARFRS.

> TEINAEE (MAM)

oM FIEIE (Mobile Application Management, B MAM) BILUBIES=ES, MR
ImFIFAMIENEIN A, BERAT LT S8UREURHITEEFIFRF. MAM (NEEINEEEE
RNEAFPE®. X BE. FF. SNSRI AEE.

MAM BI RPN FARRRFRERRGEUE, BITAF M MAM (MAM-WE), BJLATELF
HEigE L EEC SRR TIFSFREXNA, SRS (BYOD) =
MNIRE, FSEFRINA, FI80 Microsoft Office KIF, #BETLUEIT Intune MAM #1TEIE,

XIZHF BYOD HUBAMS, ANHIT MDM M T MAM 2IEEZREN, BIdE
Exchange Online EERERMAAIAIGRES, AL M MAM {R4FE3 Outlook Mobile Hrij
[BEEFHEME, THIRUERFEEENARSE LN ABNRR :

1) AFPAR - MDM ZEETZHEEEFIHITIIE SRR, XERNBEERSE

FPRERENMEENANIRE LIBABFIRMY, MAM XXED T FEFEEI,
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P —RXRRASWEI—NREEO, LB MAM (R 22,

2) A - REAREERFS —LHRIENER, XUREUNMAREREERONETE
Ihee. {0, MAM ReetiBRR AFRIAEIEGE, SitER, MDM gefEMFRi S
PRI EUE.

> MDM F1 MAM BUIZEXHEY
N_ERmA, SRR LB MR B SHEERSE App L. RERIATLUIRERSZ
BIBIINSR(F, Eean:

) FBFSHIR5E!

2) EBEREATEE

3) ERHIKERS

4) ®EFFE

BritbzHh, FSBERSEMBIENXE, THRIIHTERN—LXEE, LUK MDM

MAM RZXHZXIBERY T -

% 2.3.1 MDM F1 MAM Ry3d & D XBEHI 5%

il MDM MAM
HFEAMRED FEANRED
FIRINIEARERN mEIhRE HEZRIFRINA
HEXRANEME REXRANEME
HEHT MFA HEHT MFA
FRFRFERHEE BELLE= RS FEF BELLE=IXBS FEF
®& PIN NZFE PIN
RERTIRE fEN RS RIRT A TG E
IREEN FRERMEE
IR EEE gz N FREE
RERRTNE MBRPTEIRE IR IBRRRE N FREE
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PRI E LIRS PRA&IBIYD / Sl / #aNE

BOMEEEHIE, SBBEREFRAR

PREIBFES PREISFES
ZeNE
EEHYTED n/a

232 WMIHITRNRIRFREETE (Mobile)

XFHHEI IT EEEFRR, RIFARNSFEEENZ2ESELE TS, BAREFERE
MEHFHNEEESZ— EURNORINES, 81MRTERBRZNBIRE, thilF
. FiIReEFEERN, ME/lFEaIRELE, BULIHSREREEHE, HRNGIAR R
RBNAER, XHAKIENT IT ARHNEFIE, BalnikEeeEETmeTovEN,

FRZMERREER, ARSFENUEENARTIREAENINFEEE, mEER,
BT ESASHENNZEIE, ’RSAPELUUEMBINFNGRETIESYE. Microsoft
Intune AJLAFS BNV EEFRIPEaNIRIREESE. Intune IR MDM 1 MAM,  {SZILA
T—L5mE:

1) XEFSMEREINE, FEATLIUEZ2E I0S, Android, Windows F1 macOS iR,

2) MRRBFTINAFSERNRZEEK,

3) CIEBETHERALSREIEEATDHRERIFINARSE L Z22R5RES.

4) (ERBMRRSZRLIEXLREE, FEEEERE, NARER, APEESE.

Intune B Z7E Microsoft 365 /1, F5 Azure Active Directory (Azure AD) £k, Azure
AD EBhizFEETLRILAR A IERIREH A,

REBNRBREER, BAE—TXKR, —ERRBIDANEE, JIRTRBAFE
IREH, FEMHRZISSES M. TEREN, FRZRELLAHERLEN, X2 ITH
HENIFEMEPEEMZEIRBFIRZ—. FBA Intune EAMEE BN TIR S A BFIFH
B#tiTirEdan EHIEIER0R?
> IRFEGEHEE
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MDMEEEERTEMF. F BRI, FAFHp, VPNAD
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- EBRRE TRRGIEIE) (g0, ERRRE)
O {75 = = SN 5 NARBREFZ EREISS, 52
PRI LA =ER ), AR SR PRI

MR
- REREMNBEFSAM

231 IREL A EHIETE
REEGEHRSEFEDS N 4 1MNER, NIEHRRIEENFRP, BRIRE RGN EREE.
it BonigEEIE (MDM) RESIEBTZFFL. FAREERFIEBK (i0S. Android,
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Major phases of Zero Trust Networking

Pre-Zero Trust [ Verify Identity
e
v All user accounts set

up for strong identity
enforcement

Verify Device

Yioso

v" Device health required
for SharePoint, Exchange,
Teams on iOS, Android,
Mac, and Windows

v Device
management
not required

Verify Access

v"Internet Only for
users

Verify Services
¥ Single factor \E o

authentication ]
to resources

¥ Strong identity

¥ Grow coverage in

¥ Capability to
enforce strang
identity exists

enforced for
Exchange

¥ Least privilege user
rights

¥ Eliminate passwords
— biometric based
model

v Usage data for
Application & Services
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¥ Service health concept
and POC (pistant Future)
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User and Access Telemetry
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Based Access Control ) E2ETHERIGAEHIE RBAC 1, SIRSHBEXEL, BFEd
FRAEHAENRRMEAIXEAEINIR. Xtk AtbE TIRNEE, XIFEEREE
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«  NMRERRETEERMNAREFSE FE25ERE, UizNBEFITUERERZ
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Azure RMS provides the Rights Management
capabilities for Office 365, providing easy
configuration and enforcement of information
protection policies

B8 Windows Server

E . File Services

i
€[] <

Popular platforms supported:
Windows, Mac 05, 105, Android, ; .
and Windows Phone Connect to Windows Server Files
Services to integrate with a File
< Classification Infrastructure and
. Management Dynamic Access Control
.... t-
Bl Windows Server Directory 4 ~
Active Directory @ Y
Use a commen identity for your on-premises Active Directory Connect to on-premises servers
and Azure Active Directory running Exchange Server and

SharePoint Server
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___________ WERNN



Encrypted Protected
body Document

Ei dEi

Signed and
encrypted policy

SEIWIEIRE: &E, RMS ZEFIREZERISIRAR— N, ZXEEELRIEMN
FRISERIIEN, FEIZ O EMRL 7 =ZRIPSE,
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« External authority assignment (SMEBHIMDES) . WHIAISRBEIMNPIERE, HlanasittE Rk
SaaS B, FEXFMERT, REMEEBOE—MELMRERRAINR, JMEpREE
AR,

3.4.2 FfHin(E)

TN LEINEMNEIEBHALRNERTEE, HiEsE 7 AFfIREmR. EfHinmE
EHIRRIIRES, BEILFIAXETRRES.

Azure Active Directory (FRBEMBIEHEA—F T ERASES. MEREK, LINEH
LIERRE, FAHBREMARRIREHEHE S EAYZ .

EREBEMH, SEHERIEE L if-then 186 WRAFEZER[HITENZR, WKAR
TR EE. ™ FREBAREELDHFRNERESR, MEeiTZEShIES e
]1=] 8
EEAHEIFER N EEBR:
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o (RIPERINEF

Signals Verify every access Apps and data
attempt

evice

- &

\‘ n/ Allow access
m 101010
L 010101
. 1ololo

@ - —
—
Require MFA C)
< N
Application A Real-time — ®
risk Block access

(ERFMEIARE, LR ENNAESANEEEERBRANANEZE, FERGENA
XEATHIRS, EERIIRFIERES.

BUES:
AEMHERIE S ERIRER, FARRRILERNENESSEE:
o APFEEMRRSH
o REEAILSTXIRIERNAFIE, HAEERREBAHETES,
IP EALER
o RIARILIBIETEMH RIGRFRITERAIZIEE P HUSEE.
o EERAILUSEEEISDFHNENREKRFER / XA IPSEE.,
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o 555 Azure AD TRIRIRIFAEE AL AL R SRS IRBIB K ERITA.
e, REEFTLGESRFRTERESESESHIIE, LIHREXRERS,
BB EERRNFIEERIFELEE A,
e Microsoft Cloud App Security (MCAS)
o LN EMAEFIBFNAREFILEINSIE, BeEIMNEFHITRILEES]
RIERE SR,
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o IRFIHAMR
o EATEIERYRFRPDAERLA T — NS NEIT:
o FEZEHSMWIE
o EXRKIRBIFCHE
o EKERININES Azure AD BUIRE
o FEHERIEFiIRNA
o FENBRIFREE (FUSHR)

3.4.3 Azure Active Directory FREY&(475(8]

Microsoft (FZ2=fRSS (40 Office 365. MM + L. Dynamics 365 R EAHZE
I=fm) TEFONE, XEFEES e RN IXERFINE NP, 28T
i, EERTLUEAEFEIRIF (Office 8¢ Azure) 1 PowerShell cmdlet, Azure Active
Directory (Azure AD) 321518 Microsoft ZARBAVFRREIRAEEEMEEN, Azure AD
FhEEXAPIFNELEIRSHER.

FBaislt, REEERENBEFRPEASEOFNE, B, KRS s TS ENE. Hia0,
HERBARATN (GIIBFIMNEEFFALRER]) NNEMEREFFEIE, SRRERE
WIRE— 127 PowerShell I, LIRS =ARSSHITERIRAITE A,

NT FRRXLEHER, Azure AD IIFERAETARNFEIINEE. A E— S mify
UEDECETEANME, Azure AD IR RNED ECLS R HRIFTE R, BRMMNZEHTFE
RO EIEZHANFENE, XL REFARN, BHBRENANFENIE, FRLITAI SR
Befa, BABEEEI PowerShell Baf{TIFRIEEIRLAR ME A RYARFNER I

L.

1.5 BSPARZEIENL (Azure Advanced Threaten Protection)

CLOUDMARK B— 3R & BRF—k—X & X ML A T AmE ARk 2
160 J5357T, Fireeye (—INAERSIELH, NEERLIMAVFE)EFRITESIA 99 X, £4
AP AKSEREHIME 2 EERIKAIA BT A BRAIUX AN, F THERAYE
FEFE LR HENEE AL, MEXNEACKIME, BFIEEENEIEMGERNTE
., BEE—LFEROLCRENTWERIIXHFNERRIREMN, ESERERERFMY
ERAE?

Azure ATP IERIXHEHI—FBRRS %, el LAEEIt I s S RAFINSETA,
FREERNAUERE, RERIER D MEEIRETEERAMAE. Azure BREDDIF (ATP) 2
—NEF LA, TFIEAM Active Directory (SS1R81. 1 NIFHEAEHITHELR
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NEREN. BHOEEIEENIRIE, Azure ATP AILAUE SecOp DHrRIILZEEWAR
BEBERSMEFIONSRIE, LME:

o FREFEINSITBMAR,. S THFIEN

o {RIFTFHETE Active Directory FRYFFIRRFIENE

o RBIFAEEAN RMOEPRI BB EAE R T

o REHXTFERMELNBEHREHEE, LU THRESS

Azure ATP Architecture
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ARSI EIEEE SRR, Azure ATP RIFESHT. HEMEEN, H8ZIMNITHE
%, A TIPS, ERRERN, AEHIAREENITAHES,
Azure ATP BJELATERERS :
e Azure ATP ], {&Bf Azure ATP ], BJEliE Azure ATP SCf5l|, E7~M Azure
ATP (&S RIIVEHR, AR inl. EEFEEMNEIREFREIRED.
o Azure ATP f&RRkas, EIR(EEITHIES %= Azure ATP (ERkER, (ERAESEIEINEE
BizHEERE, T TRRSHEERRREE.
o Azure ATP =RSS, Azure ATP =ARSZTE Azure BRtEEN HinfT, BRITEE
E. RUMFIIMEITERE, Azure ATP =IRSEEIZEZE Microsoft i Intelligent
Security Graph,

HF Azure ATP Z2EIFTF Azure AD FHFPHIISTEINEET, Azure Sentinel #3327 —EHF
DHTAVSEIRER, 1 Sentinel FREBIEN T Azure ATP BUER, MiATLABINRIREAFEER
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& Geting started
B Data coltection
@ Detection rules

|4} Playbooks

Henrietta Musller

Gradly Archie

Lee Gu

Microsoft Azure
»  Home » Azure Sentinel workspaces » Azure Sentinel - User Analytics
+ Azure Sentinel - User Analytics
et waspace: CybarsacutiyOmmG! - PRRTEW
*
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T e
NAME
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peTEcion
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= & o
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Overview

P Search resources, services, and docs

Investigation priority score User risk in the last week
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| @ User Account Created and Deleted within 24 hours
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@ User Account added to Built in Domain Local or Global Group

User and group membership reconnaissance (SAMR)
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14mAa 130
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WHERNZERR, BEARSREEE, KENSEG, ROLeBHRIRIEERT
BAKAgE. BAES T, MIEENZEFRINARRIINGE, EHEEXE T ks
WO THAN SRR THE, LARINRLEIMERIERRER S RIT &, XX TF1EMAT 1T HRA,
ENEXRAE. A, ETFEHANGXK, #EET7TEEASIETEE A HRHENE AR
AT, BREMEIREIIEE,

MENIESHNBNaFE, B— AN ISR R AN ATERNZEF S,
ERIHERES), ITiE T —EHNSRER SIEM E4S, Azure Sentinel, ARHRATGS
NZeBFENIERN, ATIRE—R—1, ETREEENZESHEEREE,

ETER, BIMES DMREIN— =2 SIEM E&, WBIRFENITIE, EFHER
RENR, BEHEE, MY, RIESEREERMEESRET Azure Sentinel XFE=RAE
B SIEM &, AL SR aFvRP,

4.2 1EIRRERITIE

NTEEBREEREENZ e RREMEEAYE, BEIIZFPHNENEFNE, EF
fE(5FE Azure Sentinel BYSE—RJEIREEIKE Data Connector 1=, EEBREXI—FS%
£rRNEHER, R=ANEHERNEEIFE L. NErBSESIRFILIER, )
AZHEER F5,Palo Alto, Check Point & mBIPEIEN , & aTLUEIE CEF (Common
Event Format) & Syslog IXLERRIBEFTAENAISUY, RECESTELIIEN.

Azure Sentinel - Data connectors
Selected workspace: CyberSecurityDemo’ - PREVIEW

«
O Search (Ctrlt/)
Azure Active Azure AD Identity Office 365 I Microsoft Cloud B Azure Advanced
General Directory Protection . App Security . Threat Protection
G Overview MICROSOFT MICROSOFT MICROSOFT MICROSOFT MICROSOFT
D Log
hreat management CONFIGURE CONFIGURE CONFIGURE CONFIGURE CONFIGURE
i Cases
#* Dashboards
© Hunting H Security Events R ‘é:ﬂ:fecumy ﬁl Azure Activity :::tl:clt?::rmatlon .% WAF
® Notebooks = MICROSOI FT MICROSOFT MICROSOFT MICROSOFT MICROSOFT
Configuration
2 Getting started ONFIGURE ~~ CONFIGURE  CONFIGURE Ol o]
Dat: ect
& Analyti
I
Playbooks Windows Firewall AWS Commeon Event Palo Alto Network Cisco ASA
Format
Community — MICROSON FT AMAZON TWORKS  CIsCO
& Workspace setting
ONFIGURE @ CONFIGURE  CONFIGURE CON| Ol
5 Check Point rennner Fortinet @ 5 ‘( Barracuda u Syslog
CHECK POINT FORTINET 23 MICROSOFT MICROSOFT

XIAFA AL EIFRY Palo Alto AFIFHTECE, SRFEIES IREEE, ZEMIUE
%l Palo Alto BRLRYREEEELRIMAEER £, ItE5h, Palo Alto IRSHEREIE, BHEIEE
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FIRUEE, 2 BIEBRRERF Palo Alto FITT BHIE Y —m e BAMRE(URICERERZ PR
RRKEERTCRE. Flllmd Palo Alto IRTHRIUZRIR,

Palo Alto Networks - connector
PREVIEW

o Connected. last log received: 2019/5/27 _F%F11:03:09

Data received
3.25M
3.2M
3.15M
3.1M
3.05M

3M

April 28 May 5 May 12 May 19 May 26
| Total data received

92.23w

Configuration

v 1. Linux Syslog agent configuration
~ 2. Forward Palo Alto Networks logs to Syslog agent

~ 3. Validate connection

Next steps

~  Recommended dashboards (2)

Palo Alto Networks
MICROSOFT

Palo Alto Networks Threat
PALO ALTO NETWORKS

~ Query samples

HNEERE, FILIBZIBISEMSE, KRN AN FRIEERERIERORM EE]
THPESGRMR L, SRS TEOARTRIRISBILAR RIS RIS E BB T2, &8
LIRS RERSA LAY Edit Query" RIZKFrERTHIER.
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Palo Alto Networks Threat - Cyber...

'  +Newdashbomrd T Uplad L Download 2 Edit & Unshare 7 Fullsmeen T3 Clone (@ Delete

anam. by subtypes

rey 220
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Emmu by application

e VR
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Imnm

£ 350.1«
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£
o
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1
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£
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Top ulnerability events.

THREATIO LOGSEVERITY

[P

((((((

W,., virus and mahware events

REQUESTURL DEVICLEVENTCLASSID OESTINATIONP

) Test
HITTP GET Requests Long URI Anomaly(3... low 763K "URAEUGNZFXGNIERF . virus 74125127113 10154,
Apply Cancel
Micrasoft Word RTF Object Parsing Vulne... critical 202K “oPFSiTeEyp EE" wildirevins 929868221 10154 (ot ]

SFENFE—AMN=1EEE, (FILUBIZEIET, M Azure Sentinel AT

Dashboard REEIFFBIEREN log HE. FHBEIREILAAARRERIFRF,

RhRPATRERRIRVEURRITIR, KT SREERERNIENER,

Azure Sentinel - Overview
Selected workspace: ‘CyberSecurityDemo' - PREVIEW

‘}) Search (Ctri+/) | «

O Refresh G Last 24 hours

CASES BY STATUS

1
General A 4 9M 25.5K 0 =8 NEw;IN CLOSED  CLOSED
Events Alerts Cases Igay" | PROGRESS| [RESOLVED) | (DISMISSED)
e o 3 (V] 0} )
verview
4 Logs
Events and alerts over time
Threat management
Events Alerts ALERTS
& Cases 0 Recent cases
¥ Dashboards 20000 s
55 Anomalous login 1 Alerts
© Hunting COMMONSECU.
5
200,000 127.3K User Account Created and ... 1 Alerts
& Notebooks a5
4 DNS tor proxies 1Alerts
Configuration 50000 PERF
150/ 35 S .
49.5K Signins from IP's that attem... 1Alerts
4 Getting started 3
— Base64 encoded Windows ... 1Alerts
=% Data connectors 100,000 23 SECURITYEVENT
2
@ Analytics 8.2K
15
[4) Playbooks 50,000
1 .
OTHERS (24) Data source anomalies
& Community 05 7.8K
P Workspace settings 0 - 0
12PM 6PM  May27  6AM 3IPM fal

IREMET A IAEBANY

M Azure Sentinel ETL_ERIFNANRIRE o2 B IR in=RIRIATE B SR ERIS 4
MBHEFERIENFNENSER, FEENSHATS BRHRNREMEREES, (Fh%
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P&ERRONEREIEER.

ERRERIR R TFHEEN—LERN, KELER, IREENTEENTSE
S THES, e LABSAMAZFE " Logs “RKXIAE B &R AIEIREHI TR —aEZEF
HEE. E Log FEWITTHRIERAY Log Analytics LAKZ Azure Monitor IXFRNMEY, BXE<
fEENE 4R 10 PB LA LRIHEEIR, ERREBETEEN/TERG OB H TERN

BR2E, AEIFFEERRETIETFENEN, REREFERZIRIES

Dashbaard > Azure Sentinel workspaces > Azure Sentinel - Logs

# X

e
“ |1 New Query1 + [0 Help £ Settings = Sample queries | P2 Query explorer
ertrule 5P Pir

CyberSecurityDemo Time range: Last 24 hours & save v (5 Ex +

o
@ Schema Filter & Type your query here...
D Log —_
Threat management fer b 5
& Cases 1= Collapse all
#* Dashboards Active
o Huming @ CyberSecurityDemo R
8 Notebook

Get started with sample queries Learn more

[ Documen tation
[ Online course

Computer availability ~ Computer performance  Data usage

ity today List heartbeats B Query language
mputers sending logs. List all computer heartbeats from the last hour
A Community
. i » J Funetions B What's new
& Werkspace settings /* Start tour

Last heartbeat of each computer
Shonw the last heartbeat sent by each computer

SR, AREE OB AMRY 6kss, RS BTHEITERNDE, NTBERHRT
rEEE R AESEE.
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=@ Azure Sentinel - Logs =

BEE  Selected workspace: CyberSecurityDemo’

3 Select Filters

Filter by name..

ActivityStatus
ActivityStatusValue
ActivitySubstatus
ActivitySubstatusValue
Authorization

OROOOD0OROQOO00O00™

Caller
CallerlpAddress
Category
CategoryValue
Correlationld
HTTPRequest

Level

Operationld
OperationName
OperationNameValue

Cancel

BHh, REERANEREE, WIERREERER, W P HILRAVENSE, (7E0
A LAERERMRY Query Explorer FiF A % & BAE Eﬁim§1@$i¢ﬁ BUASIE R
BANNASEEHTERN, SINERIULIRESTE, BIREIASETRERE TR
BRI ZVRIME R RIERE =T,

Dashboard > Azure Sentinel workspaces > Azure Sentinel - Logs

= Azure Sentinel - Logs =

EEE  Selected workspace; ‘CyberSecurityDema’

MaliciuosTra... + [ Help €83 Settings $= Sample queries E_‘): Query explorer

CyberSecurityDemo (T\'me range: Last 24 hours ) Save @ Copy E Export _| ‘ Filter by name or path...
Schema Filter « union * » % Favorites
| where notempty(Malici
| summarize Inbound “Inbound"), Outbound = ~ 2 Saved Queries
Filter by name or type... yel countn‘(cummunlcatlonDlr‘ectmn tbound"),Unknown = countif » 9 AAD

lin(

Outbound”, "Inbound")) by MaliciousIP,

I= Collapse all MaliciousIPCountry, RemoteIPCountry b AR
| order by Inbound + Outbound + Unknown ¥ 3 Built-in ML
Active | take 20 » 3 Custom Alert Rules
) » 3 Fusion
~ @ CyberSecurityDemo
4 | 4 A ~ & Hunting Queries
» DnsAnalytics
. D Anomalous Azure AD ap...
Completed. Showing results from the last 24 hours. @ 000002154 [ 6 records L P
* LogManagement D) Azure AD signins from n...
b Office36s ABLE  wlICHART  Columns v D) Hosts with new logons
» Security Drag a column header and drop it here ta group by that column D Malware in the recycle bin
O Masquerading files
» SecurityCenterfree MaliciousIP ¥ Malicious!PCountry ¥ | RemotelPCountry Y Inbound Y | outbound N D) New processes observed...
» Securitylnsights Ty 11920136132 People's Republic of China 0 0 - B Processes executed from..
D Processes executed from...
» WindowsFirewall
> 77120238208 Ukraine 0 0 D Summary of failed user|...
» Custom Logs o i
> 1751715788 People's Republic of China 0 0 Summary of users creat...
» S Functions [ User and Group enumer...
> 18319224360 People's Republic of China 0 0 b o Issues
> 11439.150.144 Taiwan 0 0 ~ @ Sentinel
Demo queries
> 71191.144.144 Urited States 0 0 Demo queries2

i}
n

[ MaliciuosTraffic * o
D PivotHostAndEvents

Jx ProcessCreationEventsFn

Jx syslogParser

v fx WatchListlP
< > »aT
|4 4« Page 1 ofl p p| 50 v items per page 1-60f 6items » O3 YDQueries
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TN BRI EIERRBMAITIRERIE? Tk, FIHKET Azure Sentinel RERSEKX
BEDz—, =HRER, BIENEERNBEE E,%EPTEEERH:.'ﬁikﬁlEﬁﬁ?&lL‘}E’ﬂ%ﬁFo

REZXEIN—MREERS, B3, £ 2017 F8 M IHNL eI\ SEEEE
XA 17 7 FEROASESER, URBLITAIHISESNY, 351‘$E’J—/\I{’EEE’€=TE
BB MEE A BRI ENLETER R

EHR, M ZeFANEXtEFEERINEENTLTHETERE, EEEFHEREIN
f#=FY, REZIEHaIMEsER T TELUUKREMRE R, tIE8ReesXmTh1T
B9 B EERTHEERI Rk 100-200 NETEESH,

PEREEIXANEEN, BERITZREM ID PRIRARS, WEE Azure Sentinel, WD
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Azure Sentinel - Cases
Selected workspace: ‘CyberSecurityDemo' - Hilk

0 BECtri+/) « & Refresh (@ Last 24 hours
General 0 Write permissions on the workspace are required to modify cases
@ Overview == 8 e 8 O Open Cases By Severity
O Logs == "l K —
OPEN CASES NEW CASES IN PROGRESS NCRITICAL(0) NHIGH (2) [ MEDIUM(5) | LOW (0) [l INFORMATIONAL (1)

Threat management

== —
B Cases ml Kerberos service ticket was requested

#* Dashboards 0 Search X
i SEVERITY : Informational, Low, Medium, High, Critical
© Hunting

= Notebooks STATUS : New, In Progress

Configuration DESCRIPTION
. TmE A CREA... OWNER STAT... Privilege escalation technique which proves to be very effective in extracting
“ Getiing started service accaunt credentials in a domain environment. A service account is
il Data connectors Kerberos service ticket w... 1 19/05/2... Unassigned  New standard user account that has been configured with the specific task of
. . . running a service or scheduled task

& Analytics AWS - Monitor Credentia... 1 19/05/2... Unassigned New
() Playbooks User Account Created an... 1 19/05/2... Unassigned New LAST UPDATE TIME
& Community DNS tor proxies 1 19/05/2... Unassigned New 19/05/27 T03:05
o i - .
& Workspace settings Signins from IP's that att... 1 19/05/2... Unassigned  New CREATION TIME

Base64 encoded Window... 1 19/05/2... Unassigned New 19/05/27 TF4-03:05

AWS - Login to AWS Man... 1 19/05/2... Unassigned New EVIDENCE

I Malware in the recycle bin 1 19/05/2... Unassigned  New 01 n 0

Investigate I View full details

XEER Case (Z=f4) IBIIE—ZHRFIEX Event iICRMARHII—1 =N, EULUEIESNR
EIRVESR, ‘E%TE%EJ?H: Sentinel REMIDITERESLAK Analytics 2R BE X F=E4H9H
BhER, HEFESEBREGNTERENMASREELEEF,
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Azure Sentinel - Analytics

Selected workspace: ‘CyberSecurityDemo' - 7%

&
O EHECHl)

General

Q@ Overview

D Logs

Threat management
& Cases

# Dashboards
© Hunting

& Notebooks

Configuration

i Getting started
i Data connectors
Analytics
Playbooks

% Community

Workspace settings

R ZFRLAFRZ =M,
MNIRANABARTIEIR, REIHEICRIBER,
L5 SC,

FAJ[EZE Demo Fr, KKALUEZ!,
QERmE L.,
=14,

R fEEIETE

BREE, )
REER—
SHERVENR,

Investigation
PREVIEW
9 QR

& Anomalous login

Case

. 05 \\!

= Add Q) Refresh (D Last 24 hours
<29 | 17 8 1
Alert Rules High Medium Low Informational
O Search alert rules..
NAME DESCRIPTION MATCHES isrm'us * LAST MODIFIED
I AWS - Monitor Credential abus... This Alert monitors for GetCallerldentity Events whe... 1 & Enabled  19/04/29 F403:.03 ..,
I Malware in the recycle bin finding attackers hiding malware in the recycle bin. ... 1 (& Enabled  19/03/28 FF11:41 .,
Base64 encoded Windows exec... Instances of base64 encoded PE files header seenin... 1 @ Enabled  19/03/28 F411:45 ...
User Account Created and Deleted within 24 hours r€ss that had a (failed) attempts to sign in... 1 @ Enabled  19/03/28 F5-11:46 ..,
User Account Created and Dele... User account created and then deleted within 10 mi... 1 O Enabled  19/03/28 F411:50 ...
Kerberos service ticket was req... Privilege escalation technique which provesto bev.. 1 & Enabled  19/04/29 F503:04 ...
AWS - Login to AWS Managem... Multi-Factor Authentication (MFA) helps you to pre... 1 & Enabled  19/03/28 T411:44 ,,,
Test Test 0 () Enabled  19/05/15 F406:59 ...
DNS tor proxies Check for DNS lookups associated with common To... 1 & Enabled  19/03/28 T411:48 ...
I PowerShell Empire Finds instances of PowerShell Empire cmdlets in po... 0 © Disabled 19/03/05 £%03:39 ...
Traffic to known bad IPs Microsoft tracks a significant number of threat actor... 0 © Disabled 19/02/28 £405:23 ...
Anomalous File Share Access Users accessing file shares that they normally do no... 0 © Disabled 19/03/05 F403:31 ...
Granting permissions to account looks for IPs from which users grant access to other... 0 © Disabled 19/03/28 F11:46 ,,,

A= PRI AT LA R

=
%%ﬁ' /

TERIRIEE N =E0HE,
EBBEEBIT Azure Sentinel SE&

EUARERERREIT, FRAAREBERE™

TEMAIREA, ZfEraE Investigate @IS AR EHME

Medium 2.5 New 24 admin@contoso.com (D 2/14/2019, 3:32:00 AM
Severity Status Owner Last modification time
EE Timeline =]
Related alerts ©® Anomalous login

®

& 2/13/2019, 2:21:00 AM
Infe
essietate Hosts logged on by use Finds cases in which we had more than 400 failed logins i... e

Select 5 top hosts
logged on ...

More

@Q
Entities
rd3020webapisn

Anomalous login



BT Investigate FRIAMISIE—NSEEFHEREY Alerts, $ZRTEIRFHI TR, £
Investigate #JHf, Alerts B ZBISALTFIEIIRE.

XEBERIE—REFEERNERMRERFTREE, RARME, FINEESRERS
FESRIWSNREERNAR. RiIREAR, TUESR, RLUEFEESEXMARE
KERAUSEMY, LLUIIX N A RIS SRIEMMAIERE S, SEtAERMEE LROSRIERE,

Investigation X
9 Undo
& Anomalous login Medium 25 New admin@contoso.com D 2/14/2019, 3:32:00 AM
Case Severity Status Owner Last modification time
] = =1
= Timeline B
10098500 ran Timeline
it5_00TN
\ ® Anomalous login @
x 2/13/2019, 2:21.00 AM
7 \ (@) o - Info
ra5034zpri v m Finds cases in which we had more than 400 failed logins i.
Select Related T ﬁ
kab_5i924 alerts.
Entities
2i34v S5 S least prevalent doma.
rd3020webapjglle| DHCP IP assigments for.
More
Anomalous logir
; % 2 (17T HH S B B
ZERERIEE, BIRIHEXENSEXIEIR,
i Anomalous login Medium 3¢ New admin@contoso.com 5 2/14/2019, 3:32:00 AM
Case Swlrity Status Owner Last modification time
=
100984Q1001ran = Timeline =
@ Timeline
it5_001
X e ® Anomalous login @
P_Q_] 2/13/2019, 2:21.00 AM
Finds cases in which we had more than 400 failed logins i frfe
essietate
® Suspicious Powershell Activity Detec... Entities

2/13/2019, 3:25:00 AM

Analysis of host data detected a powershell script running

RFREAIL, £ anomalous login ZGH—1MEMR, BRI case, HEIZH =%
B powershell ERERER, XEFIEX N RAFRTAMTERI CRMER N EMm™E
BIEEH,

B, ANENZEHEAESNETER case FHAREE, XEHIHEIBLLASIEE
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HER, MEKIELRIREMYE, EaFEzSLNREERRE, BERIIERTE
SEERNAR, FEEREIEZIZAFERERERTHMAEE, A LA=EzRR
FEfm/ el L, EEREETERNRE, RIEEERAATSRSNRERIE, RE
PRI AR AT BE AR AR EL MR REA ERIKUBR.,

XER—NMEAETRE, MEEBENRIN—PMREREEZEENIR, RET & T HE/AJ6E
ErNRFE, AERIEBENEER, NMRETHENTATMEAEMESoIRE, &
RIRELEELH N OEIEER S

4.4 N

BIREIREREUX R 2 NN in, EEMARE AR RX N R, SCIlR2mHER
BHzpfahz, 2L ERNFrRELTAATIE, MXNMIFE, Azure Sentinel {E9 SOAR &,
BRI R BN FIGEEA case FRAMITIRLS BB,

Azure Sentinel - Cases
Selected workspace: ‘CyberSecurityDemo’ - Fik
D EBECH) « @) Refresh (D Last 24 hours

o Write permissions on the workspace are required to modify cases

General
@ Overview = R Open Cases By Severity
® Logs L 8 D 8 xJ 0 ——

OPEN CASES NEW CASES IN PROGRESS

NCRITICAL(0) NHIGH (2) IMEDIUM(S) [ LOW(0) ! INFORMATIONAL (1)

Threat management
= C i . N
& Cases B Malware in the recycle bin
D Search x

#* Dashboards

B SEVERITY : Informational, Low, Medium, High, Critical
© Hunting

5 Notebooks STATUS : New, In Progress

Configuration

TITLE A CREA... OWNER STAT... finding attackers hiding malware in the recycle bin. Read more here:
Getting started https://azure.microsoft.com/en-us/blog/how-azure-security-center-helps-
B Data connectors Kerberos service ticket w... 1 19/05/2... Unassigned  New reveal-a-cyberattack/
& Analytics I AWS - Monitor Credentia... 1 19/05/2... Unassigned  New
% Playbooks User Account Created an... 1 19/05/2... Unassigned New 19/05/26 TF11:41
Community DNS tor proxies 1 19/05/2... Unassigned New
4P Workspace settings Signins from IP's that att... 1 19/05/2... Unassigned New
18/05/26 TF11:41
Base64 encoded Window... 1 19/05/2... Unassigned — New
AWS - Login to AWS Man... 1 18/05/2... Unassigned New
o1 R
I Malware in the recycle bin 1 19/05/2... Unassigned  New . - 0 .

= View Full Details
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X Alert playbooks o >

Malware in the recycle bin - B

Q) Refresh
Playbooks Runs
£ Search playbooks

3 SEVERITY : Informational, Low, Medium, High, Critical NAME STATUS SUBSCRIPTION

c]

&) BlockApp Enabled Microsoft Azure Sponsorship 2

]

aaf

I 19/05/2.. 2019/5/25-2.. 2 5 [&) BlockUser

%] ChangeUserPassword

CREAT... TIME FRAME NUMB... HITS [4] BlockIP_User_Snow3 Enabled Microsoft Azure Sponsorship 2

G

Enabled Microsoft Azure Sponsorship 2

=
&=

= = =
& = £
= = = =

G

Enabled Micresoft Azure Sponsorship 2

(&) GetlPInfo

e

Enabled Microsoft Azure Sponsorship 2

=
=
=

G
=
£
=

[&4]  GetURLReputation Enabled Microsoft Azure Sponsorship 2

[c]

[&] IsolateMachine Enabled Microsoft Azure Sponsorship 2

=
£

[c]

[&4]  Openlncident_ServiceNow Enabled Microsoft Azure Sponsorship 2

=
£

= = =
= = =
= S = = =

<]

4] OpenTicektiira Enabled Microsoft Azure Sponsarship 2

c]

(&) PostMessageTeams Enabled  Microsoft Azure Sponsorship 2

(2] SendEmail

G

Enabled Microsoft Azure Sponsorship 2

(&) shutdowMachine

G

Enabled Microsoft Azure Sponsorship 2

[£]  BlockIP-PNW-AAD_SNOW & Enabled Microsoft Azure Sponsorship 2
[£]  BlockIP_BlockUser_ServcieNow © Enabled Microsoft Azure Sponsorship 2 Run
[£]  BlockIP_PaloAlto_BlockUserAAD ServiceNow () Enabled Microsoft Azure Sponsorship 2 Run

R case BxAIHY view playbook, FiEHINERGIARIFKERE, XERREIRIERE
Y case PTFRSCAERANE X B MLIIA, ERF—H RUN IEFRENITRIZNE, Bkt
KM RENE,

WMRIETIT TN Z S ESEREMEINUESFI T, ERERTERESUHEY
action, 1Bid Logic App B 2ikitit&HNZIE R NE.

Logic Apps i&ite2

»iEF A > itimE  [Esig B Ems 7w

When a response to an Azure Sentinel alert is triggered (FI45)

1]

BERRIRE X
L mEmaiEEss

AIFEM 2B AE WE fl BEX

EEEDEEDD

fElm HTTP PO CES EHRE SQL Server Azure Office 365
Functions Outlook
rAkEE  IRME HEES
e 2
@ iR [0}
Book new appointment(FIi3)
w4 10to8 Appointment Scheduling o]
Ry alLIER
1] e o
R
{x] TE o]

b5k, 7E Playbook &, R8RS 1% ServiceNow, Jira £ ticket system SEXJ12EIZ= FRY
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EMHPE, WEHHEFINER, BRIICR.

4.5 BRIEIR EoHEE

BT A E—RFSS T L2 HHHIREIMAAE, Azure Sentine iRAZFIRE T EHIL
L2 HHAYTIEE,

—ERAELLR, AR TRETse—BEFE—MEEIAR, Bl SihEEE%EREm,
HAM, — P HRZEEN, BSREEFITLEYE, KNENTFARRENRE, AR
BUERERIZE, HITERIBINERR. &R Azure Sentinel ARy Hunting 18R, EFEL
LA ESER—RLENF, FatbEEM SR WINEaTREFE X,

2NMHE, BEhlEFS, N2 EEN TR, M1 RN ERTERE
ERSSEEFHREE— N AREMESR, Alt, BFEATINISPEEEMWKS, ATaErLRK
MR FHERAIR, EATNIPZEEN IP BERIXE Host, (ERMFEERHXANELIEERTA,
HHHBEENX—MT A TR, Bt tbrT L@ Azure Sentinel BRAY Hunting " THEEXSFRE
XEFEEN LSRR MR TIREREE:

Azure Sentinel - Hunting *

Selected workspace: ‘CyberSecurityDemo’ - Hikh

O @E(Ctri) « 4 New Query P> Runall queries  i® Bookmark Logs ) Refresh (D Last 24 hours
General
@ 1 7 \\E}) 873 n 1 3 p; 1 1 LEARN MORE
H [A
@ Overview Total Queries Total Results Total Bookmarks My Bookmarks About hunting 2
D Logs

Threat management Queries  Bookmarks

& Cases

5

- .
¥ Dashboards D Search queries x @ Hosts with new logons
© Hunting FAVORITES : All PROVIDER : All DATA SOURCES : All
& Notebooks : Microsoft & 784 £ SecurityEvent
TACTICS : All Provider Results Data Source
Configuration Shows new accounts that have logged onto a host for the first time - this
may clearly be benign activity but an account logging onte multiple hosts for

@i Getting started QUERY P DATAS... R TACTICS

the first time can also be used to look for evidence of that account being

2 Data connectors LY -~ used to move laterally across a network.

¥

" Hosts with new logons - SecurityE... 0

Hosts with new... Mi.. SecurityE.. 784 =a Lateral Mo... ...

@ Analytics
CREATED TIME

41 Playbooks

Summary of fail.. Mi.. SecurityE.. 3 |- JESGA] 2019/4/3

% Community
Anomalous Azu... Mi.. Signinlogs 86 B nitial Acce... ... p .
P Workspace settings QUERY

Base64 encode... Mi... SecurityE.. -- | > let start=datetime("2019-85-26T13:59:35.371Z");

let end=datetime("2019-85-27T13:59:35.371Z");

let LogonEvents=() {

let logonSuccess=SecurityEvent

Enumeration of.. Mi.. SecurityE.. -- % Discovery see |where TimeGenerated > start and TimeGenerated < end
| where EventID==4624

Process execut... Mi... SecurityE... -- - L]

LS A SR SR -C

Malware in the ... Mi... SecurityE... -- e

Views nnen: rasilts »

“  Azure Active Di... Mi... SigninLogs -- ElnitialAcce...

4 Naw nraraccac [¥h Caruiritul -

X8, BN —aRS[ERBER, &3 Query, FAEHMAXMER,
IR[EERNRIZEREG R Z 2 HIBA,

MR EETREANELENEFFAAIER ORI TIZR, $NARER log KR, 4w
SETMNREIREGMA, BHLEIFFHTIEA, MEESSWSHRGS, BISHNR
T REFERRNIFETANENGEN, FEIEE Bookmark RIFILRERHITIRIC,

...........
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NMHEEREEESBRIEMS, B MRC, ARRBHEXEKISHEEBEICE,
JLIBELINRS & LR APRHNERERNSEW=17R81, ZRAFPEEMRELHR
BEFRTIKREL, oHXA 1D BT, N# B =BT R TTF,

#® New Query 1* + Help @ Settings $= Sample queries E_‘,g Query explorer
CyberSecurityDemo Time range: Set in query ) Save @ Copy E Export + New alert rule ﬁ Pin
Schema Filter & lLet LogonEvents=() {

Filter by name or type... s |

let logonFail=SecurityEvent

¥ Collapseall | where EventID==4625
Acti | project TimeGenerated, ComputerName=Computer, AccountName=TargetUserName, AccountDomain=TargetDomainName, IpAddress,
ctive ActionType='LogonFailure';
¥ [ CyberSecurityDemo logonFail A

b DnsAnalyt | union logonSuccess

nsAnalytics

N Completed & 00:00:06420 [l 785 records  [7]
LogManagement

b Office365 ESTABLE ulICHART | Columns

Drag a column header and drap it here to group by that column

» SecurityCenterfree Name Y HostCount Y

¥ Securitylnsights sshd_6496 1

» WindowsFirewall <shd 3572

+ Custom Logs
ContosoDCH
b /& Functions
sshd_5664

>
> 1
> 1
> 1
> AatpService 3
> sshd 3724 1
> MSOL afc285fedadd 1
» sshd_6920 1
1

» sshd 5276

> SYSTEM 11

I, BANCAEF B ERMINRERKIMAISEHEM T — ML

FARERRETHMAILIER, BEANEREEEXNEIFEET Event ID KH{TH
%, 1IXEERY EventID AY 4624, 4625 £ Windows Security Log &M ERIERIERAVEL,
LCANSRAE T XTI RE] Linux HEsFRERIER, MAILAEEZRTE Syslog PRI EFIRSHY
EventID 8¢# EventType SREIEIHIEDPHEIK.

< Windows Security Log Event ID 4624

4624: An account was successfully logged on Operating Systems Windows 2008 R2 and 7
Windows 2012 R2 and 8.1
On this page ek a Windows 2016 and 10
SR question Windows Server 2019

« Description of this event

- Fiei fovel detalls Rt Category Logon/Logoff

5 B this » Subcategory » Logon

« Discuss this event e Type - Success

« Mini-seminars on this event Corresponding events 528,540

in Windows 2003

This is a highly valuable event since it documents each and and before

every successful attempt to logon to the local computer regardless of

logon type, location of the user or type of account. You can tie this - -
event to logoff events 4634 and 464/ using Logon ID. Discussions on Event ID 4624

Win2012 adds the Impersonation Level field as shown in the example. « Value of logging Type 3 logons
Win2016/10 add further fields explained below. * Source for 4624 Logon Type 3 - Kerberos

« logon type 9 with Network Account Name is not "-"
Free Security Log Resources by Randy * Event ID 4624 y 4634 at the same time

= Tmbmva~bivin lamAm

LtE5l, Azure Sentinel SFEENEFBEXIHEEHRIRAIZHET S Jupyter
Notebook, FFEEFEIEKEHENEFERIMAREIISIHE,
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Azure Sentinel - Notebooks
Selected workspace: 'CyberSecurityDemo’ - T,

(o @i+ | ¢

General Azure Sentinel Notebooks Include:

@ Overview

® Logs Alert Investigation and @ Endpoint Host Guided
Hunting Q Hunting

Threat management Quickly triage different classes of Hunt for signs of a compromise

& Cases alerts by enriching them with by drilling down into the security
related activity and events from relevant activities related to

¥ Dashboards multiple data sources. specific endpoint hosts.

© Hunting

& Notebooks

Configuration Office Logon Anomalies

@4 Getting started (.., Guided Hunting

i Data connectors Investigate suspicious logons in
Office365 data by visualizing

w Analytics geographic data and displaying

2] Playbooks unusual logon patterns.

% Community

P Workspace settings

[ Go toyour Notebooks |
MR ZEEN, ESIEESNENKAMERINGEFHIVEAEEE, & Github XJ
NEERTHEH, EFPEALIBTIER Clone 2IHEEHBERT.

Upload GitHub Repository

Create a project by uploading a repesitory from GitHub.

GitHub repository

https://github.com/ Azure/Azule-Sentinei

[] clone recursively €

Project Name

‘ Azure-Sentinel

Project ID @)

alexwsentinel/projects/ | azure-sentinel

A project with this ID already exists

[] Public

Private projects cannot be viewed by other users. Public projects can be viewed by anyone who has
the URL. Public projects will also be listed in your profile. You can update this setting later if you
change your mind.

Cancel

BTFEEAT—HHEE T Github EAI— hunting demo—i@id SSH R IIHRE 5
AR R T ESHE BRI BRI TH— S TR,

___ [IZANNN
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# SSH Brute Force 2
## Technique ID

Ti110

## Description

Adversaries may use brute force technigues to attempt access to accounts when passwords are unknown or when password hashes are obtained.

Credential Dumping to obtain password hashes may only get an adversary so far when Pass the Hash is not an option. Techniques to systematically guess the passwords used to compute
hashes are available, or the adversary may use a pre-computed rainbow table. Cracking hashes is usually done on adversary-controlled systems outside of the target network

11 Adversaries may attempt to brute force logins without knowledge of passwords or hashes during an operation either with zero knowledge or by attempring a list of known or possible
passvords, This is a riskier option because it could cause numerous authentication failures and account lockouts, depending on the organization’s login failure pelicies.

1% A related technique called password spraying uses one password, or a small list of passwords, that matches the conplexity policy of the domain and may be a commonly used password.
Logins are attempred with that passvord and many different accounts on a netvork to avoid aceount lockouts that would normally occur when brute foreing a single account with many
passwords.

5 B Hypothesis

17 Adversaries are able lo gain access and are moving laterally within my network through SSH connections.

n ## Examples

[Scripl  |Short Deseription

P I O
24 | [SSH] (https://attack. mitre. org/software/50220/) | Chaos is Linux malware that compromises systems by brute force attacks against SSH services. Once installed, it provides a reverse
shell to its controllers, triggered by unsolicited packets

## Recommended Data Sources

29 | Data Source | Event Log |
30 |

[Network Security Group Logs (NSG) | AzureNetworkAnalytics 1|
32 |Ubutu|Syslog|

fEIX/™ Notebook FIEHR T, MikAI%ETiEIMSR EEFRATZEIE Hunt BIRIZAE
B, 0 Description 1, SERDEE L MIRSIIHERBRE, FHERNEEFHEE
HUERI SRR,

34

35 ## Sample Hunting Script

36

37 | // Start with the ML-Based SSH Alert detections

38 | SecurityAlert

39 |/ where TimeGenerated >= ago (14d)

40 |/ where DisplayName == “Anomalous SSH login detected”

41

42 | s/ #*% Search for host across logs #*x //

43 | // Lets search over all of our data using that host name

44 | 7/ Replace HOST NAME with the name of the host from the first above query

45 | search “HOST NAME~

46 | / where TimeGenerated >= ago (14d)

47 |/ summarize count () by S$table

48 | / order by count desc

49

50 | // %k Search for host across logs ek //

51 | // Lets search over all of our data using that host name

52 | // Replace HOST NAME with the name of the host from the first above query

53 | search in (AzureNetworkAnalytics CL) "HOST NAME”

54 |/ where TimeGenerated >= ago (1d)

55 |/ extend Host = replace (@ ”]’, @, substring (toupper(tostring (split (VirtualMachine s, 7/, 1))), 2))

56 | / where SubType s == “Topology”

57 |/ where strien(fost) > 0 and isnotnull (Host)

58 |/ project MACAddress s, PrivatelPAddress=PrivatelPAddresses s, PubliclPAddress=PubliclPAddresses s, Host
59 |/ summarize by MACAddress s, PrivatelPAddress, PubliclPAddress, Host

60

61 |
62 | // INVESTIGATE THE HOST

63 | // Replace "IPs” with the IPs generated from the queries above
64 | // name private and public ips from the first query

65 | //
66

67 | // Lets return to the 2 ip address in the original alert

68 | // One is a public Internet facing IP address and the other is private IP address
69 | // Since there also could be some traffic going through a public facing IP, and
70 | s/ it doesn’t cost us much, lets use both ip addresses

71 | seareh (“IPs” or “IPs”)

72 |/ where TimeGenerated >= ago (14d)

73 |/ summarize count() by $table

74 | |/ order by count desc

. 105 \\\
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Chapter 5
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“Security is our top priority and we are committed to working with others across the industry
to protect our customers.”
--Satya Nadella
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